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Abstract
This document defines a protocol for the transport of any SS7 TCAP-User signalling (e.g, INAP, MAP, etc.) over IP us-

ing the Stream Control Transport ProtocolRFC 2960. The protocol should be modular and symmetric, to allow it to work in
diverse architectures, such as a Signalling Gateway and IP Signalling End-point architecture.Protocol elements are added to
allow seamless operation between peers in the SS7 and IP domains.

1. Intr oduction
This draft defines a protocol for the transport of SS7 TCAPQ.771, T1.114Users (i.e, MAP, INAP, etc.) signalling messages

over IP using the Stream Control Transmission Protocol (SCTP)RFC 2960. This protocol would be used between a Signalling
Gateway (SG) and Signalling End-point located in an IP network. Additionally, the protocol can be used to transport SS7
TCAP users between two signalling end-points located within an IP network.

1.1. Scope
There is on-going integration of SCN networks and IP networks. Network service providers are designing all IP archi-

tectures that include support for SS7 signalling protocols.IP provides an effective way to transport user data and for opera-
tors to expand their networks and build new services. Inthese networks, there is a need for interworking between the SS7
and IP domainsRFC 2719.

This document details the delivery of TC-user messages (MAP, CAP, INAP, etc.) over IP between two signalling end-
points. Considerationis given for the transport from an SS7 Signalling Gateway (SG) to an IP signalling node (such as an
IP-resident Database) as described in the Framework Architecture for Signalling TransportRFC 2719This protocol can also
support transport of TC-user messages between two end-points wholly contained within and IP network.

The delivery mechanism addresses the following criteria:

• Support for transfer of TCAP messages (INAP, MAP, etc.)
• Support for TCAP operation class 1, 2, 3 and 4 operation.
• Support for the seamless operation of TC-User protocol peers.
• Support for the management of SCTP transport associations between an SG and one ore more IP-based signalling nodes.
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• Support for distributed IP-based signalling nodes.
• Support for the asynchronous reporting of status changes to management.

1.2. Terminology
Application Server (AS)− a logical entity serving a specific Routing Key. An example of an Application Server is a virtual

database element handling all HLR or SCP transactions for a particular SS7 Signalling Point.TheAScontains a set of
one or more uniqueApplication Server Processes, of which one or more is normally actively processing traffic. Thereis
a 1:1 relationship between an Application Server and a Routing Key.

Application Server Process (ASP)− a process instance of an Application Server. An Application Server Processserves as an
active, backup, load-share or broadcast process of an Application Server (e.g, part of a distributed signalling node or
database element).Examples of ASPs are MGCs, IP SCPs, or IP HLRs.An ASP contains an SCTP end-point and may
be configured to process traffic within more that oneApplication Server.

Association− refers to an SCTP associationRFC 2960. The association provides the transport for the delivery of TCAP proto-
col data units and TUA layer peer messages.

Component Sub-layer (TC)
The Component Sub-layer of TCAPQ.771.

Fail-over − the capability to reroute signalling traffic as required to an alternate Application Server Process, or group of
ASPs, within an Application Server in the event of failure or unavailability of a currently used Application Server Pro-
cess.Fail-overmay apply upon the return to service of a previously unavailable Application Server Process.

Host− the computing platform that the process (SGP, ASP or IPSP) is running on.

IP Server Process (IPSP)− a process instance of an IP-based application.An IPSP is essentially the same as an ASP, except
that it uses TUA in a point-to-point fashion.

Layer Management (LM)− a nodal function that handles the inputs and outputs between the TUA layer and a local manage-
ment entity.

Message Transfer Part (MTP)
The Message Transfer PartQ.701, T1.111of the SS7 protocol.

Nodal Interworking Function (NIF)− an implementation dependent interworking function present at a Signalling Gateway
that interworks primitives and procedures between the TCAP and TUA layers in the SG.

Network Appearance (NA) − a value that identifies the SS7 network context of a Routing Key. The Network Appearance
value is of significance only within an administrative domain; it is coordinated between the SG and ASP.

Network Byte Order− the ordering of bytes most-significant-byte first, also referred to as Big Endian.

Routing Context (RC)− a value that uniquely identifies a Routing Key and an Application Server. Routing Context values
are either configured using a configuration management interface, or by using the Routing Key Management (RKM)
messages and procedures defined for TUA.

Routing Key (RK) − describes a set of SS7 parameters and parameter values that uniquely define the range of signalling traf-
fic to be handled by a particular Application Server.

Signalling Connection Control Part (SCCP)− The Signalling Connection Control PartQ.711of the SS7 protocol.

Signalling Gateway (SG)− a signalling agent that exchanges SCN native signalling at the edge of the IP networkRFC 2719.
An SG appears to the SS7 network as an SS7 Signalling Point.An SG contains a set of one or more Signalling Gateway
Processes, of which one or more is normally actively processing traffic. Whenan SG contains more than one SGP, the
SG is a logical entity and the contained SGPs are assumed to be coordinated into a single management view both toward
the SS7 network and toward the supported Application Servers.

Signalling Gateway Process (SGP)− a process instance of a Signalling Gateway. It serves as an active, backup, load-sharing
or broadcast process of a Signalling Gateway.

Stream− an SCTP stream; a unidirectional logical channel established from one SCTP endpoint to another associated SCTP
endpoint, within which all user messages are delivered in sequence, except for those submitted to the unordered delivery
service.

Tr ansaction Capabilities Application Part (TCAP)− The Transaction Capabilities Application PartQ.771, T1.114of the SS7
protocol.

Tr ansaction Mapping Function (TMF)− an implementation dependent function that is responsible for resolving the address
and application context presented in the incoming TUA message to the correct SCTP association and Routing Context
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for the desired application.The TMFMAY use routing context or routing key information as selection criteria for the
appropriate SCTP association.

Tr ansaction Sublayer (TR)− The Transaction Sublayer of TCAPQ.771.

Tr ansport Address− an address that serves as a source or destination for the unreliable packet transport service used by
SCTP. In IP networks, a transport address is defined by the combination of IP address and an SCTP port number [1].

1.3. TUA Overv iew

1.3.1. SignallingTr ansport Architecture
The framework architecture that has been defined for SCN signalling transport over IPRFC 2719uses multiple compo-

nents, including an IP transport protocol, a signalling common transport protocol and an adaptation module to support the
services expected by a particular SCN signalling protocol from its underlying protocol layer.

In general terms, the TUA architecture can be modeled as a peer-to-peer architecture.The first section considers the
SS7-to-IP interworking architectures for TCAP class 1, 2, 3, and 4 operations.For this case, it is assumed that the ASP initi-
ates the establishment of the SCTP association with the SG.

1.3.2. Protocol Architecture for Classes 1, 2, 3 and 4
In this architecture (illustrated inFigure 1), the TCAP and TUA layers interface in the SG.A Nodal Interworking Func-

tion (NIF) provides for interworking between the TCAP and TUA layers and provides for the transfer of the user messages
as well as management messages.

1.3.3. All IP Ar chitecture
This architecture, illustrated inFigure 2, can be used to carry a protocol which uses the transport services of TCAP, but

is contained within an IP network. Thisallows extra flexibility in developing networks, especially when interaction between
legacy signalling is not needed.The architecture removes the need for a signalling gateway function.
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Figure 1. Protocol Architecture
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1.3.4. ASPFail-over M odel and Terminology
The TUA protocol supports ASP fail-over functions to support a high availability of transaction processing capability.

An Application Server can be considered as a list of all ASPs configured or registered to handled TC-user messages
within a certain range of routing information, or within a certain set of transaction dialogues, known as a `Routing Key.´
One or more ASPs in the list may normally be active to handle traffic, while others may be inactive but available in the event
of failure or unavailability of the active ASPs.

For operational considerations, see Appendix A.

1.3.5. Services Provided by the TUA L ayer

1.3.5.1. Supportfor t he transport of TCAP-User Messages
The TUA supports the transfer of TC-user messages.The TUA layer at the SG and the ASP support the seamless trans-

port of user messages between the SG and the ASP.

1.3.5.1.1. TCAPOperation Class Support
Depending on the TC-users supported, the TUA shall support the 4 possible TCAP operation classes transparently. The

TCAP operation classes are defined as follows:

Operation Class 1− provides for transactions reporting both success and failure.
Operation Class 2− provides for transactions reporting failure.
Operation Class 3− provides for transactions reporting success.
Operation Class 4− provides for transactions reporting neither success nor failure.

1.3.5.2. Native Management Functions
The TUA layer provides the capability to indicate errors associated with the TUA-protocol messages and to provide no-

tification to local management and the remote peer as necessary.
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1.3.5.3. Interworking with TCAP Management Functions
The TUA layer provides interworking with TCAP management functions at the SG for seamless interoperation between

the SCN network and the IP network. TUA provides the following management functions:

(1) Provides an indication to the TC-user at an ASP that an SS7 subsystem, SCCP User Part or MTP Destination is un-
available.

(2) Provides an indication to the TC-user at an ASP that an SS7 subsystem, SCCP User Part or MTP Destination is
available.

(3) Provides an indication to the TC-user at an ASP that an SS7 subsystem or MTP Destination is congested (flow con-
trolled).

(4) Provides the initiation of an audit of SS7 subsystems or MTP Destinations status at the SG.

The interworking with TCAP management messages consists of DUNA, DAVA , DAUD, DRST, DUPU or SCON mes-
sages on receipt of management events to the appropriate ASPs.The primitives in Table 1are sent between the TCAP and
TUA management functions in the SG to trigger events in the IP and SS7 domain.

The TUA layer provides transparent passing of SCCP availability, unavailability and congestion status indication primi-
tives (N-STATE, N-PCSTATE and N-COORD) as provided for inITU-T Q.771 2.2.3Q.771.

1.3.5.4. Supportfor t he Management of SCTP Associations
The TUA layer at the SGP maintains the availability state of all configured remote ASPs, to manage the SCTP Associa-

tions and the traffic between TUA peers. Aswell, the active/inactive and congestion state of remote ASPs is maintained.

The TUA layerMAY be instructed by local management to establish an SCTP association to a peer TUA node. This
can be achieved using the M-SCTP_ESTABLISH primitives to request, indicate and confirm the establishment of an SCTP
association with a peer TUA node. To avoid redundant SCTP associations between two TUA peers, one side (client)
SHOULD be designated to establish the SCTP association, or TUA configuration information maintained to detect redun-
dant associations (e.g, via knowledge of the expected local and remote SCTP endpoint addresses).

Local managementMAY request from the TUA layer the status of the underlying SCTP associations using the M-
SCTP_STATUS request and confirm primitives. Also,the TUA MAY autonomously inform local management of the reason
for the release of an SCTP association, determined either locally within the TUA layer or by a primitive from the SCTP.

Also, the TUA layer MAY inform the local management of the change in status of an ASP or AS.This MAY be
achieved using the M-ASP_STATUS request or M-AS_STATUS request primitives.

1.4. FunctionalAr eas

Table 1.Mapping of Management Primitives

Name Reference TUA
Management

Generic Specific ITU-T Q .711 ANSIT1.112 Message

N-STATE Request 6.3.2.3.2 2.3.2.3.2 DUNA
Indication DAVA

SCON

N-PCSTATE Indication 6.3.2.3.3 2.3.2.3.4 DUNA
DAVA
SCON
DUPU

N-COORD Request 6.3.2.3.1 2.3.2.3.3 DRST
Indication
Response
Confirm
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1.4.1. DialogueIdentifiers, Routing Contexts and Routing Keys

1.4.1.1. Overview
The mapping of TCAP messages into dialogues between the SGP and the Application Servers is determined by Dia-

logue Identifiers, Routing Keys and their associated Routing Contexts.

A Routing Key is essentially a set of TCAP parameters used to direct TCAP messages; whereas, the Routing Context
parameter is a 4-byte value (unsigned integer) that is associated to that Routing Key in a 1:1 relationship.The Routing Con-
text therefore can be viewed as an index into a sending node’s Transaction Mapping Function tables containing the Routing
Ke y entries.

Possible TCAP address/routing information that comprise a Routing Key entry includes, for example, a local and re-
mote Point Code, Subsystem Number, Global Title Address, Application Context, local and remote Transaction Id pairs, or
TC-User specific information such as User Information, IMSI, SLP. The particular information used to define a TUA Rout-
ing Key is application and network dependent, and none of the above examples are requirements for TUA.

An Application Server Process (ASP) may be configured to process signalling traffic related to more than one Applica-
tion Server (AS), over a single SCTP Association.ASP Active (ASPAC) and ASP Inactive (ASPIA) management messages
(see Section 3) use the Routing Context to discriminate signalling traffic to be started or stopped.At an ASP, the Routing
Context parameter uniquely identifies the range of signalling traffic associated with each Application Server that the ASP is
configured to receive.

1.4.1.2. RoutingKey Limitations
Routing Keys SHOULD be unique in the sense that each received TCAP messageSHOULD have a full or partial

match to a single routing result.It is not necessary for the parameter range values within a particular Routing Key to be con-
tinuous. For example, an AS could be configured to support transaction processing for multiple ranges of subscribers that
are not represented by contiguous Global Title Addresses.

1.4.1.3. ManagingRouting Context and Routing Keys
There are two ways to provision a Routing Key at an SGP. A Routing Key may be configured statically using an imple-

mentation dependent management interface, or dynamically managed using the the TUA Routing Key registration proce-
dures.

When using a management interface to configure Routing Keys, the Transaction Mapping Function within the SGP is
not limited to the set of parameters defined in this document.Other implementation dependent distribution algorithms may
be used.

1.4.1.4. Transaction Mapping Function
To perform its addressing and relaying capabilities, the TUA makes use of an Transaction Mapping Function (TMF).

This function is considered part of TUA, but the way it is realized is left implementation or deployment dependent (local ta-
bles, SCCP GTT database, DNSRFC 2916, LDAP, etc.)

The TMF is invoked when a message is received at the incoming interface. TheTMF is responsible for resolving the
application context, address and transaction ids presented in the incoming TCAP message to SCTP associations and destina-
tions within the IP network. TheTMF will select the key information available. TheRouting Keys reference an Application
Server, which will normally have one or more ASPs processing transactions for the AS.The availability and status of the
ASPs is handled by TUA ASP management messages.

Possible SS7 application context, address or routing information that comprise a Routing Key entry includes, for exam-
ple, SCCP subsystem number and SCCP addresses and Global Title addresses, Transaction ID, and Application Context.

It is expected that the routing keys will be provisioned via a MIB, dynamic registration or an external process, such as a
database.

1.4.1.4.1. Transaction Mapping at the SG
To direct messages received from the SS7 network to the appropriate IP destination, the SGP must perform a transaction

mapping function using information from the received TCAP message.

To support this transaction mapping, the SGP might, for example, maintain the equivalent of a network address transla-
tion table, mapping incoming TCAP message information to an Application Server for a particular application and set of
transactions. Thiscould be accomplished by comparing the addressing, dialog or component portions of the incoming
TCAP message to currently defined Routing Keys in the SGP. These Routing Keys could in turn map directly to an
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Application Server that is enabled by one or more ASPs.These ASPs proxy dynamic status information regarding their
availability, transaction handling capabilities and congestion to the SGP using various management messages defined in the
TUA protocol.

The list of ASPs in the AS is assumed to be dynamic, taking into account the availability, transaction handling capabil-
ity and congestion status of the individual ASPs in the list, as well as configuration changes and possible fail-over mecha-
nisms.

Normally, one or more ASPs are active in the AS (i.e, currently processing transactions) but in certain failure and transi-
tion cases it is possible that there may not be an active ASP available. TheSGP will buffer the message destined for this AS
for a time T(r) or until an ASP becomes available. Whenno ASP becomes available before expiry of T(r), the SGP will
flush the buffered messages and initiate the appropriate TCAP abort procedures.

If there is no match for an incoming message, a default treatmentMAY be specified.Possible solutions are to provide a
default Application Server to direct all unallocated transactions to a (set of) default ASP(s), or to drop the messages and pro-
vide a notification to management.The treatment of unallocated transactions is implementation dependent.

1.4.1.4.2. Transaction Mapping at the ASP
To direct messages to the SS7 network, the ASPMAY perform a transaction mapping to choose the proper SGP for the

given message. Thisis accomplished by observing the Application Context, Destination Address, Destination Transaction
Id, and other elements of the outgoing message, SS7 network status, SGP availability, and Routing Context configuration ta-
bles.

A Signalling Gateway may be composed of one or more SGPs [2].There is, however, no TUA messaging to manage
the status of an SGP. Whenever an SCTP association to an SGP exists, it is assumed to be available. Also,ev ery SGP of
one SG communicating with one ASP regarding one AS provides identical SS7 connectivity to this ASP.

In general, an ASP routes responses to the SGP that it received messages from; within the routing context which it is
currently active and receiving transactions.The routing context itself is used by the ASP to select the SGP.

1.4.1.5. SignallingGateway SS7 Layers
The SG is responsible for terminating up to the TC-user of the SS7 protocol, and offering an IP-based extension to its

users.

From an SS7 perspective, it is expected that the Signalling Gateway transmits and receives TCAP messages to and from
the SS7 Network over standard SS7 network interfaces, using the services of the SCCPQ.711and MTPQ.704to provide trans-
port of the messages.

Note that it is also possible for the SCCP services to be provided using the services of the SCCP-User Adaptation Layer
(SUA)SUA and the MTP3-User Adaptation Layer (M3UA)M3UA.

The TC-SAP through which TUA at the SG obtains its services could reside at a Signalling Transfer Point (STP) or Sig-
nalling End Point (SEP)Q.705.

1.4.1.6. SS7and TUA I nterworking at the SG
The SGP provides a functional interworking of transport functions between the SS7 network and the IP network by also

supporting the TUA adaptation layer. It allows the TCAP application to exchange componentsin dialogues with an IP-
based Application Server Process where the peer TC-User protocol layer exists.

To perform TCAP management, it is required that the TC-User protocols at ASPs receive indications of subsystem
availability and congestion, as well as user part availability and signalling point availability and congestion as they would be
expected by an SS7 TCAP application.To accomplish this, the N-PCSTATE, N-STATE and N-COORD primitives received
at the TCAP upper layer interface at the SG need to be propagated to the remote TC-user lower layer interface at the ASP.

SCCP management messages (such as SSP, SSA) and MTP management messages (such as TFP, TFA) received from
the SS7 network MUST NOT be encapsulated.The SGMUST terminate these messages and generate TUA message as ap-
propriate.

1.4.1.7. Application Server
A cluster of Application Servers is responsible for providing the overall support for one ore more SS7 upper layers.

From an TCAP standpoint, an Application Part provides complete support for the upper layer service within a given Appli-
cation Context. As an example, an Application Part providing HLR capabilities could provide complete support for GSM
MAP HLR (and any other, MSC or VLR application parts located at the signalling point) for a given point code.
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Where an ASP is connected to more than one SG, the TUA layer must maintain the status of configured SS7 destina-
tions and route messages according to the availability/congestion status of potentially replicated subsystem.

1.4.1.8. SCTPStream Mapping
The TUA supports SCTP streams.The SG and AS need to maintain a list of SCTP and TC-Users for mapping pur-

poses. TC-Usersrequiring sequenced message transfer need to be sent over a stream using sequenced delivery.

TUA SHOULD NOT use stream 0 for TUA management messages.It is OPTIONAL that sequence delivery be used
to preserve the order of management message delivery.

All TUA Dialogue Handling (DH) messages not using the optional component handling interface (i.e, DH messages
with components included)MAY select unordered delivery, depending on the requirements of the TC-User [3].All TUA
Component Handling (CH) messages and Dialogue Handling (DH) messages with external componentsSHOULD select or-
dered delivery.

The stream selected is based upon the Sequence Control field in the Quality of Service parameter, the Dialogue Id given
by the TC-User over the primitive interface and other traffic information available to the SGP or ASP.

1.4.2. RedundancyModels

1.4.2.1. Application Server Redundancy
All TQRY and SSNM messages (e.g, TC-BEGIN, N-STATE) which match a provisioned Routing Key at an SGP are

mapped to an Application Server.

The Application Server is the set of all ASPs associated with a specific Routing Key. Each ASP in this set may be ac-
tive, inactive or unavailable. Active ASPs handle traffic; inactive ASPs might be used when active ASPs become unavail-
able.

The fail-over model supports an "n+k" redundancy model, where "n" ASPs is the minimum number of redundant ASPs
required to handle traffic and "k" ASPs are available to take over for a failed or available ASP. A "1+1" active/backup re-
dundancy is a subset of this model.A simplex "1+0" model is also supported as a subset, with no ASP redundancy.

1.4.3. Flow Control
Local Management at an ASP may wish to stop traffic across an SCTP association to temporarily remove the associa-

tion from service or to perform testing and maintenance activity. The function could optionally be used to control the start
of traffic onto a newly available SCTP association.

1.4.4. CongestionManagement
The TUA layer is informed of local and IP network congestion by means of an implementation-dependent function (e.g,

an implementation-dependent indication from the SCTP of IP network congestion).

At an ASP or IPSP, the TUA layer indicates congestion to local TC-users by means of an appropriate TCAP primitive
(N-PCSTATE, N-STATE, TC-NOTICE), as per current TCAP procedures, to invoke appropriate upper layer responses.
When an SG determines that the transport of SS7 messages is encountering congestion, the SG might trigger SS7 Conges-
tion messages to originating SS7 nodes, per the congestion procedures of the relevant SCCPQ.711, T1.112or MTPQ.704, T1.111

standard. (Thetriggering of SS7 Management messages from an SG is an implementation-dependent function.)

1.5. Definitionof TUA Boundaries
TUA has three protocol boundaries: an upper boundary between TUA and the TC-User; a lower boundary between TUA

and SCTP; and a layer management boundary between TUA and the Layer Management Function.

1.5.1. Definitionof Upper Boundary
The primitives and messages listed inTable 2 are provided between the TUA and TC-User in support of Dialogue

HandlingQ.771, T1.114.
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Figure 3. TUA Protocol Boundaries

Table 2.Mapping of Dialogue Handling Primitives

Generic Specific ITU-T Q .771 ANSIT1.114 TUA
Name Name Reference Message Msg

TC-UNI Request 3.1.2.2.1 Unidirectional TUNI
Indication

TC-BEGIN Request 3.1.2.2.2.1 Queryw/ Perm
Indication TQRY

−−−−−−−−−−− −−−−−−− −−−−−−−−− Queryw/o Perm

TC-CONTINUE Request 3.1.2.2.2.2
(Initial) Indication

Conv w/ Perm
TC-CONTINUE Request 3.1.2.2.2.3 TCNV
(Non-initial) Indication

−−−−−−−−−−− −−−−−−− −−−−−−−−− Conv w/o Perm

TC-END Request Response TRSP
Indication

3.1.2.2.2.4
TC-U-ABORT Request U-Abort TUAB

Indication

TC-P-ABORT Indication 3.1.4.2 P-Abort TPAB

TC-NOTICE Indication 3.1.2.2.3 −−−−−−−−−−− TNOT

The primitives and messages listed inTable 3are provided between the TUA and TC-User inOPTIONAL support of
Component HandlingQ.771, T1.114.
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Table 3.Mapping of Component Handling Primitives

Generic Specific ITU-T Q .771 ANSIT1.114 TUA
Name Name Reference Message Msg

TC-INVOKE Request 3.1.3.2 Invoke L
Indication CINV

−−−−−−−−−−−− −−−−−−− −−−−−−−−− Invoke NL

TC-RESULT-L Request 3.1.3.3 Ret Result L CRES
TC-RESULT-NL Indication Ret Result NL

TC-U-ERROR Request 3.1.3.4 RetError CERR
Indication

TC-U-REJECT Request 3.1.3.5
Indication

TC-L-REJECT Request Reject CREJ
Indication

3.1.4.1
TC-R-REJECT Request

Indication

TC-U-CANCEL Request 3.1.3.6 CCAN
TC-L-CANCEL Indication −−−−−−−−−−

1.5.2. Definitionof Boundary between TUA and Layer Management
M-SCTP_ESTABLISH request
Direction: LM->TUA
Purpose: LM request ASP to establish an SCTP association with its peer.

M-SCTP_ESTABLISH confirm
Direction: TUA -> LM
Purpose: ASP confirms to LM that it has established an SCTP association with its peer.

M-SCTP_ESTABLISH indication
Direction: TUA -> LM
Purpose: TUA informs LM that a remote ASP has established an SCTP association.

M-SCTP_RELEASE request
Direction: LM -> TUA
Purpose: LM requests ASP to release an SCTP association with its peer.

M-SCTP_RELEASE confirm
Direction: TUA -> LM
Purpose: ASP confirms to LM that it has released SCTP association with its peer.

M-SCTP_RELEASE indication
Direction: TUA -> LM
Purpose: TUA informs LM that a remote ASP has released an SCTP Association or the SCTP association has

failed.

M-SCTP RESTART indication
Direction: TUA -> LM
Purpose: TUA informs LM that an SCTP restart indication has been received.

M-SCTP_STATUS request
Direction: LM -> TUA
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Purpose: LM requests TUA to report the status of an SCTP association.

M-SCTP_STATUS confirm
Direction: TUA -> LM
Purpose: TUA responds with the status of an SCTP association.

M-SCTP_STATUS indication
Direction: TUA -> LM
Purpose: TUA reports the status of an SCTP association.

M-ASP_STATUS request
Direction: LM -> TUA
Purpose: LM requests TUA to report the status of a local or remote ASP.

M-ASP_STATUS confirm
Direction: TUA -> LM
Purpose: TUA reports status of local or remote ASP.

M-AS_STATUS request
Direction: LM -> TUA
Purpose: LM requests TUA to report the status of an AS.

M-AS_STATUS confirm
Direction: TUA -> LM
Purpose: TUA reports the status of an AS.

M-NOTIFY indication
Direction: TUA -> LM
Purpose: TUA reports that it has received a Notify message from its peer.

M-ERROR indication
Direction: TUA -> LM
Purpose: TUA reports that it has received an Error message from its peer or that a local operation has been un-

successful.

M-ASP_UP request
Direction: LM -> TUA
Purpose: LM requests ASP to start its operation and send an ASP Up message to its peer.

M-ASP_UP confirm
Direction: TUA -> LM
Purpose: ASP reports that is has received an ASP UP Ack message from its peer.

M-ASP_UP indication
Direction: TUA -> LM
Purpose: TUA reports it has successfully processed an incoming ASP Up message from its peer.

M-ASP_DOWN request
Direction: LM -> TUA
Purpose: LM requests ASP to stop its operation and send an ASP Down message to its peer.

M-ASP_DOWN confirm
Direction: TUA -> LM
Purpose: ASP reports that is has received an ASP Down Ack message from its peer.

M-ASP_DOWN indication
Direction: TUA -> LM
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Purpose: TUA reports it has successfully processed an incoming ASP Down message from its peer, or the
SCTP association has been lost or reset.

M-ASP_ACTIVE request
Direction: LM -> TUA
Purpose: LM requests ASP to send an ASP Active message to its peer.

M-ASP_ACTIVE confirm
Direction: TUA -> LM
Purpose: ASP reports that is has received an ASP Active Ack message from its peer.

M-ASP_ACTIVE indication
Direction: TUA -> LM
Purpose: TUA reports it has successfully processed an incoming ASP Active message from its peer.

M-ASP_INACTIVE request
Direction: LM -> TUA
Purpose: LM requests ASP to send an ASP Inactive message to its peer.

M-ASP_INACTIVE confirm
Direction: LM -> TUA
Purpose: ASP reports that is has received an ASP Inactive Ack message from its peer.

M-ASP_INACTIVE indication
Direction: TUA -> LM
Purpose: TUA reports it has successfully processed an incoming ASP Inactive message from its peer.

M-AS_ACTIVE indication
Direction: TUA -> LM
Purpose: TUA reports that an AS has moved to the AS-ACTIVE state.

M-AS_INACTIVE indication
Direction: TUA -> LM
Purpose: UA reports that an AS has moved to the AS-INACTIVE state.

M-AS_DOWN indication
Direction: TUA -> LM
Purpose: UA reports that an AS has moved to the AS-DOWN state.

M-RK_REG request
Direction: LM -> TUA
Purpose: LM requests ASP to register RK(s) with its peer by sending REG REQ message

M-RK_REG confirm
Direction: TUA -> LM
Purpose: ASP reports that it has received REG RSP message with registration status as successful from its peer.

M-RK_REG indication
Direction: TUA -> LM
Purpose: TUA informs LM that it has successfully processed an incoming REG REQ message.

M-RK_DEREG request
Direction: LM -> TUA
Purpose: LM requests ASP to deregister RK(s) with its peer by sending DEREG REQ message.

M-RK_DEREG confirm
Direction: TUA -> LM
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Purpose: ASP reports that it has received DEREG REQ message with deregistration status as successful from
its peer.

M-RK_DEREG indication
Direction: TUA -> LM
Purpose: TUA informs LM that it has successfully processed an incoming DEREG REQ from its peer.

1.5.3. Definitionof the Lower Boundary
The upper layer primitives provided by the SCTP are provided in the SCTP specification "Stream Control Transmission Pro-
tocol (SCTP)"RFC 2960.

2. Conventions
The keywords MUST, MUST NOT, REQUIRED , SHALL , SHALL NO T, SHOULD, SHOULD NOT, RECOM-

MENDED , NOT RECOMMENDED , MAY, and OPTIONAL , when they appear in this document, are to be interpreted as
described inRFC 2119.

In this document, the following conventions are used to describe how a parameter is used in the message:

Mandatory The parameterMUST be present in the message.A message listing a parameter as
Mandatorywithout containing such a parameter is is incorrectly formatted.

Conditional The parameterSHOULD be present in the message under the conditions specified.A
message listing a parameter asConditionalwithout containing such a parameter under the
conditions specified is incorrectly formatted.

Optional The parameterMAY be present in the message as specified.A message listing a parame-
ter asOptionalwithout containing such a parameter is correctly formatted.

3. Protocol Elements
The general message format includes a Common Message Header together with a list of zero or more parameters as de-

fined by the Message Type.

For forward compatibility, all Message TypesMAY have attached parameters even if none are specified in this version.

3.1. CommonMessage Header
The protocol messages for the TCAP-User Adaptation Protocol (TUA) require a message structure that contains a ver-

sion, message type, message length and message contents:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Version | Reserved | Message Class | Message Type |
+---------------+---------------+---------------+---------------+
| Message Length |
+---------------------------------------------------------------+
| Message Data |

Notes:

• This message header is common among all signalling protocol adaptation layers.
• The ’data’ portion of TUA messagesSHALL contain zero or more TUA parameters, andSHALL NO T contain an en-

capsulated TCAP message.
• All fields in the TUA messageMUST be transmitted in the network byte order, unless otherwise stated.

3.1.1. TUA Protocol Version
Version: 8-bits (unsigned integer)

TheVersion field of the Common Message Header contains the version of the TUA adaptation layer. The supported ver-
sions are:
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1 − TUA Version 1.0

3.1.2. MessageClasses
Message Class: 8-bits (unsigned integer)

TheMessage Classfield of the Common Message Header contains the class of the message.The supported classes are as
follows:

0 Management (MGMT) Message
7 Reserved for Other Signalling Adaptation Layers
2 SS7 Signalling Network Management (SSNM) Messages
3 ASP State Maintenance (ASPSM) Messages
4 ASP Traffic Maintenance (ASPTM) Messages
5 TUA Dialogue Handling (DH) Messages
6 TUA Component Handling (CH) Messages
7 Reserved for Other Signalling Adaptation Layers
8 Reserved for Other Signalling Adaptation Layers
9 Routing key Management (RKM) Messages

10 - 127 Reserved by the IETF
128 - 255 Reserved for IETF-Defined Message Class Extensions

3.1.3. MessageTypes
Message Type: 8-bits (unsigned integer)

TheMessage Typefield of the Common Message Header contains the type of message within a message class.The sup-
ported types of messages within the supported classes are as follows:

Management (MGMT) Messages
0 Error (ERR)
1 Notify (NTFY)
2 - 127 Reserved by the IETF

128 - 255 Reserved for IETF-Defined Message Class Extensions

SS7 Signalling Network Management (SSNM) Messages
0 Reserved
1 Destination Unavailable (DUNA)
2 Destination Available (DAVA )
3 Destination State Audit (DAUD)
4 Destination Congestion (SCON)
5 Destination User Part Unavailable (DUPU)
6 Destination Restricted (DRST)
7 - 127 Reserved by the IETF

128 - 255 Reserved for IETF-Defined Message Class Extensions

Application Server Process State Maintenance (ASPSM) Messages
0 Reserved
1 ASP Up (UP)
2 ASP Down (DOWN)
3 Heartbeat (BEAT)
4 ASP Up Ack (UP ACK)
5 ASP Down Ack (DOWN ACK)
6 Heartbeat Ack (BEAT ACK)
7 - 127 Reserved by the IETF

128 - 255 Reserved for IETF-Defined Message Class Extensions
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Application Server Process Traffic Maintenance (ASPTM) Messages
0 Reserved
1 ASP Active (ASPAC)
2 ASP Inactive (ASPIA)
3 ASP Active Ack (ASPAC ACK)
4 ASP Inactive Ack (ASPIA ACK)
5 - 127 Reserved by the IETF

128 - 255 Reserved for IETF-Defined Message Class Extensions

Routing Key Management (RKM) Messages
0 Reserved
1 Registration Request (REG REQ)
2 Registration Response (REG RSP)
3 Deregistration Request (DEREG REQ)
4 Deregistration Response (DEREG RSP)
5 - 127 Reserved by the IETF

128 - 255 Reserved for IETF-Defined Message Class Extensions

TUA Dialogue Handling (DH) Messages
0 Unidirectional(TUNI)
1 Query (TQRY)
2 Conversation (TCNV)
3 Response (TRSP)
4 U-Abort (TUAB)
5 P-Abort (TPAB)
6 Notice (TNOT)
7 - 127 Reserved by the IETF

128 - 255 Reserved for IETF-Defined Message Class Extensions

TUA Component Handling (CH) Messages
1 Inv oke (CINV)
2 Result (CRES)
3 Error (CERR)
4 Reject (CREJ)
5 Cancel (CCAN)
6 - 127 Reserved by the IETF

128 - 255 Reserved for IETF-Defined Message Class Extensions

3.1.4. MessageLength

Message Length: 32-bits (unsigned integer)

The Message Lengthfield of the Common Message Header defines the length of the message in octets, including the
header.

3.1.5. Tag-Length-Value Format

TUA messages consist of a Common Message Header followed by zero or more parameters, as defined by the message
type. TheTag-Length-Value (TLV) parameters contained in a message are defined in a Tag-Length-Value format as shown
below [4].
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Parameter Tag | Parameter Length |
+-------------------------------+-------------------------------+
\ \
/ Parameter Value /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Parameter Tag: 16-bits (unsigned integer)
The Parameter Tag field is a 16-bit identifier of the type of parameter. It takes a value of 0 to 65534.

Parameter Length: 16-bits (unsigned integer)
The Parameter Length field contains the size of the parameter in bytes, including the Parameter Tag, Parameter Length,
and Parameter Value fields.The Parameter Length does not include any padding bytes.

Parameter Value: variable-length
The Parameter Value field contains the actual information to be transferred in the parameter. The total length of a parame-
ter (including Tag, Parameter Length and Value fields)MUST be a multiple of 4 bytes.If the length of the parameter is
not a multiple of 4 bytes, the senderMUST pad the Parameter at the end (i.e., after the Parameter Value field) with all
zero bytes.The length of the paddingMUST NOT be included in the parameter length field.A senderSHOULD NOT
pad with more than 3 bytes.The receiver MUST ignore the padding bytes.

3.2. TUA M essage Header

In addition to the Common Message Header, a specific message header is included for TUA messages. TheTUA mes-
sage header will immediately follow the Common Message Header in TUA Dialogue Handling (DH) and Component Han-
dling (CH) messages.

TheTUA Message Headeris formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Routing Context |
+-------------------------------+-------------------------------+
| Tag = 0x0013 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Correlation Id |
+-------------------------------+-------------------------------+
| Tag = 0x0401 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Dialogue Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The TUA Message header can contain the following parameters:

Parameters
Routing Context Conditional *1
Correlation Id Conditional *2
Dialogue Id Conditional *3

Note 1: When an ASP is registered or configured for multiple AS with an SG, the Routing Context MUST be present in
the TUA Message Header. The Routing Context SHOULD always be placed in the TUA Message Header. When
the Routing Context is present in the TUA Message Header itSHOULD be placed first in the header because the
context of the Dialogue Id depends on the Routing Context.
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Note 2: Under some circumstances, the Correlation Id parameterMUST be included in the TUA Message Header. See
sections "Correlation Id" and "ASP Active Procedures".

Note 3: When an AS is handling multiple Dialogues, the Dialogue Id parameterMUST be placed in the TUA Message
Header. The Dialogue Id parameterSHOULD always be placed in the TUA Message Header. The Dialogue Id
parameterMAY be excluded from the TUA header forTUNI andTPAB DH messages, or may be included but then
MUST contain a value of zero.

3.3. TUA Dialogue Handling (DH) Messages

The following section describes the TUA Dialogue Handling (DH) messages and parameter contents.The general mes-
sage format includes a Common Message Header, the TUA Message Header and the DH Message Header, together with a
list of zero or more parameters as defined by the Message Type. For forward compatibility, all Message TypesMAY have
optional attached parameters in addition to the message headers.

3.3.1. DHMessage Header

In addition to the Common Message Header and TUA Message Header, a specific message header is included for TUA
Dialogue Handling (DH) messages.The DH Message Header will immediately follow the TUA Message header in these
messages.

TheDH Message Headeris formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0402 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Dialogue Flags |
+-------------------------------+-------------------------------+
| Tag = 0x0403 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Quality of Service |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDH Message headercontains the following parameters:

Parameters
Dialogue Flags Mandatory
Quality of Service Mandatory

3.3.2. Unidirectional (TUNI)

TheUnidirectional (TUNI)Request message is sent from an ASP to an SG or IPSP to invoke a TCAP class 4 operation.
TheTUNI Indication message is sent from an SGP to an ASP to indicate the TCAP class 4 operation.

The TUNI message corresponds to the ITU-T ‘TC-UNI’ primitiveQ.771, and the ITU-T and ANSI ‘Unidirectional’
messageQ.773, T1.114.

TheTUNI message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0404 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Destination Address /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0405 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
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\ \
/ Originating Address /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0406 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Application Context Name /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0407 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ User Information /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0408 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Security Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0409 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Confidentiality /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x040E | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Components /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTUNI message can contain the following parameters:

Parameters
Destination Address Conditional *1
Originating Address Conditional *1
Application Context Name Optional
User Information Optional
Security Context Optional
Confidentiality Optional
Components Optional *2

Note 1: The Destination Addressor Originating AddressparameterMUST be present in theTUNI message when either
parameter is not implied by the Routing Context in the TUA Message Header.

Note 2: Any componentsSHOULD be included in theTUNI messages but MAY be formatted in separate TUA Compo-
nent Handling (CH) messages.

3.3.3. Query(TQRY)

TheQuery (TQRY) message is sent to a TUA peer to begin a new dialogue between TC-Users.

The TQRY message corresponds to the ITU-T ‘TC-BEGIN’ primitiveQ.771, the ITU-T ‘Begin’ messageQ.773 and the
ANSI ‘Query’ messageT1.114.

TheTQRY message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0410 | Length |
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+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Transaction Id |
+-------------------------------+-------------------------------+
| Tag = 0x0404 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Destination Address /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0405 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Originating Address /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0406 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Application Context Name /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0407 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ User Information /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0408 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Security Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0409 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Confidentiality /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x040E | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Components /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTQRY message can contain the following parameters:

Parameters
Tr ansaction Id Mandatory
Destination Address Conditional *1
Originating Address Conditional *1
Application Context Name Optional
User Information Optional
Security Context Optional
Confidentiality Optional
Components Optional *2

Note 1: TheDestination Addressor Originating AddressparameterMUST be present in theTQRY message when the pa-
rameter is not implied by the Routing Context in the TUA Message Header.

Note 2: Any componentsSHOULD be included in theTQRY messages but MAY be formatted in separate Component
Handling (CH) messages.
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3.3.4. Conversation (TCNV)

TheConversation (TCNV)message is used in response to aTQRY message or anotherTCNVmessage.

When sent in response to aTQRY message, theTCNVmessage confirms and continues a dialogue; when in response to
a received TCNVmessage, it only continues a dialogue.The Dialogue Flags in the DH Message Header indicate whether
the initiator of theTCNVmessage give permission to the peer to terminate the dialogue.

The TCNV message corresponds to the ITU-T ‘TC-CONTINUE’ primitiveQ.771, ITU-T ‘Continue’ messageQ.773 and
the ANSI ‘Conversation’ messageT1.114.

TheTCNVmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0410 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Transaction Id |
+-------------------------------+-------------------------------+
| Tag = 0x0405 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Originating Address /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0406 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Application Context Name /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0407 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ User Information /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0408 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Security Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0409 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Confidentiality /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x040E | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Components /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTCNVmessage can contain the following parameters:

Parameters
Tr ansaction Id Conditional *1
Originating Address Conditional *2
Application Context Name Conditional *3
User Information Conditional *3
Security Context Conditional *3
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Confidentiality Conditional *3
Components Optional *4

Note 1: TheTr ansaction IdparameterMUST be present in theTCNV message when the message is sent in response to a
TQUR message. TheTr ansaction Idparameter contains the Transaction Identifier assigned by the remote TC-
User.

Note 2: TheOriginating Address parameterMUST be present in theTCNVmessage when the message is used in response
to aTQRY message and the parameter is not implied by the Routing Context in the TUA Message Header.

Note 3: These dialogue portion parametersSHOULD only be optionally included in theTCNVmessage when the message
is used in response to aTQRY message. Whenthe TCNVmessage is sent in response to a received TCNVmes-
sage, these parametersSHOULD NOT be included in the respondingTCNVmessage.

Note 4: Any componentsSHOULD be included in theTCNV messages but MAY be formatted in separate Component
Handling (CH) messages.

3.3.5. Response(TRSP)

TheResponse (TRSP)message is used in response to aTQRY message orTCNVmessage to complete and existing dia-
logue.

When sent in response to aTQRY message, theTRSPmessage confirms and completes a dialogue; when in response to
a received TCNVmessage, it only terminates a dialogue.

TheTRSPmessage corresponds to the ITU-T ‘TC-END’ primitiveQ.771, ITU-T ‘End’ messageQ.773and the ANSI ‘Re-
sponse’ messageT1.114.

TheTRSPmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040A | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Termination |
+-------------------------------+-------------------------------+
| Tag = 0x0406 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Application Context Name /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0407 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ User Information /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0408 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Security Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0409 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Confidentiality /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x040E | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
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/ Components /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTRSPmessage can contain the following parameters:

Parameters
Termination Mandatory
Application Context Name Optional *1
User Information Optional *1
Security Context Optional *1
Confidentiality Optional *1
Components Optional *2

Note 1: These dialogue portion parametersSHOULD only be optionally included in theTRSPmessage when it is issued
in response to anTQRY message. WhentheTRSPmessage is in response to aTCNVmessage, the dialogue por-
tion parametersSHOULD NOT be included in theTRSPmessage.

Note 2: Any componentsSHOULD be included in theTRSPmessages but MAY be formatted in separate TUA Compo-
nent Handling (CH) messages.

3.3.6. U-Abort (TUAB)

The TUA peer sends anU-Abort (TUAB) message when it wishes to abort a dialogue, either under TUA-user control
(TC-U-ABORT).

When sent in response to aTQRY message, theTUAB message negatively confirms and aborts a dialogue; when in re-
sponse to a received TCNVmessage, it only aborts a dialogue.

TheTUAB message corresponds to the ITU-T ‘TC-U-ABORT’ primitiveQ.771, the ITU-T ‘Abort’ messageQ.773and the
ANSI ‘Abort’ messageT1.114.

TheTUABmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040D | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Abort Reason |
+-------------------------------+-------------------------------+
| Tag = 0x0405 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Originating Address /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0406 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Application Context Name /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0407 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ User Information /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTUABmessage can contain the following parameters:
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Parameters
Abort Reason Mandatory
Application Context Name Conditional *1
User Information Optional *2

Note 1: These dialogue portion parametersSHOULD only be optionally included in theTUAB message when it is issued
in response to anTQRY message. WhentheTUAB message is in response to aTCNVmessage, the dialogue por-
tion parametersSHOULD NOT be included in theTUABmessage.

Note 2: The User Information parameter carries any User Abort Information.

3.3.7. P-Abort(TPAB)

The TUA peer sends anP-Abort (TPAB) message when it wishes to abort a dialogue, either under TUA control (TC-P-
ABORT).

The TPAB message corresponds to the ITU-T ‘TC-P-ABORT’ primitiveQ.771, the ITU-T ‘Abort’ messageQ.773and the
ANSI ‘Abort’ messageT1.114.

TheTPABmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040B | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Abort Cause |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTPABmessage can contain the following parameters:

Parameters
Abort Cause Mandatory

3.3.8. Notice(TNOT)

An SG sends aNotice (TNOT) message when it wishes to inform the ASP of a network condition that concerns the
transmission of TCAP or TUA messages to the remote TC-User in a dialogueQ.775. It is used at the SG when an SCCP mes-
sage containing TC-User information from an AS has been returned in a UDTS when the "Return Option" flag was set in the
Quality of Service parameters when the message was sent.

TheTNOT message corresponds to the ITU-TQ.771TC-NOTICE primitive.

TheTNOT message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040C | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Report Cause |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTNOT message can contain the following parameters:

Parameters
Report cause Mandatory
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3.4. TUA Component Handling (CH) Messages

The following section describes the TUA Component Handling messages and parameter contents.The general message
format includes a Common Message Header, a TUA Message Header, a CH Message Header, followed by a list of zero or
more parameters as defined by the Message Type. For forward compatibility, all Message TypesMAY have attached op-
tional parameters in addition to the message headers.

Component Handling (CH) messages are used to convey components associated with operations within a dialogue.
They are issued prior to the Dialogue Handling (DH) message with which they are associated, but are received after receiv-
ing a Dialogue Handling (DH) message that has the "Components Present" bit set in the Dialogue Flags parameter within the
DH message.

3.4.1. CHMessage Header

In addition to the Common Message Header and TUA Message Header, a specific message header is included for TUA
Component Handling (CH) messages.The CH Message Header will immediately follow the TUA Message Header in these
messages.

TheCH Message Headerif formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0411 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Invoke Id |
+-------------------------------+-------------------------------+
| Tag = 0x0412 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Linked Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheCH Message Headercan contain the following parameters:

Parameters
Invoke Id Mandatory
Linked Id Optional

3.4.2. Invoke (CINV)

TheInvoke (CINV)message is used to invoke an operation within a dialogue.

The CINV message corresponds to the ITU-T ‘TC-INVOKE’ primitiveQ.771, the ITU-T ‘Invoke’ componentQ.773, and
the ANSI ‘Invoke (Last)’ and ‘Invoke (Not Last)’ componentsT1.114.

TheCINVmessage is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0413 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Component Flags |
+-------------------------------+-------------------------------+
| Tag = 0x0418 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Timeout |
+-------------------------------+-------------------------------+
| Tag = 0x0414 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Operation /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0415 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Parameters /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheCINVmessage can contain the following parameters:

Parameters
Component Flags Mandatory *1
Timeout Mandatory
Operation Mandatory
Parameters Optional

Note 1: The Component Flags parameterMAY be ignored by the receiver of the CINV message for ITU-T protocol vari-
ants of TC-Users that do not support the concept of a "Not Last" TC-INVOKE primitive.

3.4.3. Result(CRES)

TheResult (CRES)message is used to report the successful completion of an operation within a dialogue.

The CRESmessage corresponds to the ITU-T ‘TC-RESULT-L’ and ‘TC-RESULT-NL’ primitivesQ.771, the ITU-T ‘Re-
turn Result (Last)’ and ‘Return Result (Not Last)’ componentsQ.773and the ANSI ‘Return Result (Last)’ and ‘Return Result
(Not Last)’ components.

TheCRESmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0413 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Component Flags |
+-------------------------------+-------------------------------+
| Tag = 0x0414 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Operation /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0415 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Parameters /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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TheCRESmessage can contain the following parameters:

Parameters
Component Flags Mandatory
Operation Conditional *1
Parameters Optional

Note 1: The Operation parameterMUST be present in theCRES message when the Parameters parameter is also present.

3.4.4. Error (CERR)

TheError (CERR)message is used to report the failure of an operation within a dialogue.

The CERR message corresponds to the ITU-T ‘TC-U-ERROR’ primitiveQ.771, the ITU-T ‘Return Error’
componentQ.773and the ANSI ‘Return Error’ componentT1.114.

TheCERRmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0416 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Error /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0415 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Parameters /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheCERRmessage can contain the following parameters:

Parameters
Error Mandatory
Parameters Conditional *1

Note 1: TheParameters parameter is only included in the message for specific error codes.

3.4.5. Reject(CREJ)

TheReject (CREJ)message is used to reject an operation within a dialogue.

TheCREJmessage corresponds to the ITU-T ‘TC-L-REJECT’, ‘TC-R-REJECT’ and ‘TC-U-REJECT’ primitivesQ.771,
the ITU-T ‘Reject’ componentQ.773and the ANSI ‘Reject’ componentT1.114.

TheCREJmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0417 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Problem Code /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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TheCREJmessage can contain the following parameters:

Parameters
Problem Code Mandatory

3.4.6. Cancel(CCAN)

TheCancel (CCAN)message is used to cancel an operation within a dialogue.i

TheCCANmessage corresponds to the ITU-T ‘TC-L-CANCEL’ and ‘TC-U-CANCEL’ primitivesQ.771.

TheCCANmessage presently contains no Message-Type-specific parameters.

3.5. SS7Signalling Network Management (SSNM) Messages

SS7 Signalling Network Management (SSNM) Messages are used to convey network management information to the
TC-User. Theses messages correspond to specific N-STATE, N-PCSTATE and N-COORD primitives.

3.5.1. DestinationUnavailable (DUNA)

TheDestination Unavailable (DUNA) message is sent from an SGP to all concerned ASPs to indicate the unavailabil-
ity of an SS7 SCCP subsystem or signalling point.The TC-User at the ASP is expected to stop traffic to TC-User peers at
the affected subsystems or signalling points via the SG initiating theDUNA message.

When theDUNA message contains theSubsystem Numberparameter, the message corresponds to the ITU-TQ.711and
ANSIT1.112 ‘N-STATE’ primitive. When theDUNA message does not contain theSubsystem Numberparameter, message,
the message corresponds to the ITU-TQ.711and ANSIT1.112‘N-PCSTATE’ primitive.

TheDUNA message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0012 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Affected Point Code /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0419 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Number |
+-------------------------------+-------------------------------+
| Tag = 0x041A | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Multiplicity Indicator |
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDUNA message can contain the following parameters:
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Parameters
Routing Context Mandatory
Affected Point Code Mandatory
Subsystem Number Conditional *1
Subsystem Multiplicity Indicator Optional *2
Info String Optional

Note 1: TheSubsystem NumberparameterSHALL be present in theDUNA message when indicating the unavailability of
a subsystem, andSHALL NO T be present when indicating the unavailability of a signalling point.

Note 2: TheSubsystem Multiplicity IndicatorparameterSHOULD NOT be present in theDUNA message when theSub-
system Numberparameter is not also present.

3.5.2. DestinationAv ailable (DAV A )

The Destination Available (DAV A ) message is sent from an SGP to all concerned ASPs to indicate the availability of
an SS7 SCCP Subsystem or signalling point.The TC-User at the ASP is expected to resume traffic to TC-Users peers at the
affected subsystems or signalling points via the SG initiating theDAVA message.

When theDAVA message contains theSubsystem Numberparameter, the message corresponds to the ITU-TQ.711 and
ANSIT1.112 ‘N-STATE’ primitive. When theDAVA message does not contain theSubsystem Numberparameter, message,
the message corresponds to the ITU-TQ.711and ANSIT1.112‘N-PCSTATE’ primitive.

TheDAVAmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0012 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Affected Point Code /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0419 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Number |
+-------------------------------+-------------------------------+
| Tag = 0x041A | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Multiplicity Indicator |
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDAVAmessage can contain the following parameters:

Parameters
Routing Context Mandatory
Affected Point Code Mandatory
Subsystem Number Conditional *1
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Subsystem Multiplicity Indicator Optional *2
Info String Optional

Note 1: TheSubsystem NumberparameterSHALL be present in theDAVA message when indicating the availability of a
subsystem, andSHALL NO T be present when indicating the availability of a signalling point.

Note 2: TheSubsystem Multiplicity IndicatorparameterSHOULD NOT be present in theDAVA message when theSub-
system Numberparameter is not also present.

3.5.3. DestinationState Audit (DAUD)

TheDestination State Audit (DAUD) message is sent from an ASP to an SG to query the availability state of routes to
SS7 SCCP subsystems or signalling points.A DAUD messageMAY be sent periodically after the ASP has received a
DUNA message, and until aDAVA is received for the affected subsystem or signalling point.TheDAUD message can also
be sent when an ASP recovers from isolation from the SG.

When theDAVA message contains theSubsystem Numberparameter, the message is soliciting responses that corre-
spond to the ITU-TQ.711 and ANSIT1.112 ‘N-STATE’ primitive. When theDAVA message does not contain theSubsystem
Numberparameter, message, the message soliciting responses that correspond to the ITU-TQ.711 and ANSIT1.112 ‘N-PC-
STATE’ primitive.

TheDAUD message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0012 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Affected Point Code /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0419 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Number |
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDAUD message can contain the following parameters:

Parameters
Routing Context Mandatory
Affected Point Code Mandatory
Subsystem Number Conditional *1
Info String Optional

Note 1: TheSubsystem NumberparameterSHALL be present in theDAVA message when auditing the status of a subsys-
tem, andSHALL NO T be present when auditing the status of a signalling point.
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3.5.4. Network Congestion (SCON)

The Network Congestion (SCON)message is sent from an SG to all concerned ASPs to indicate that the congestion
level in the SS7 network to a specified subsystem or signalling point has changed. The TC-User at the ASP is expected to
stop traffic at the indicated importance level to TC-User peers at the affected subsystems or signalling points via the SG initi-
ating theSCONmessage.

When theSCON message contains theSubsystem Numberparameter, the message corresponds to the ITU-TQ.711and
ANSIT1.112 ‘N-STATE’ primitive. When theSCON message does not contain theSubsystem Numberparameter, message,
the message corresponds to the ITU-TQ.711and ANSIT1.112‘N-PCSTATE’ primitive.

TheSCONmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0012 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Affected Point Code /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x041B | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Congestion Level |
+-------------------------------+-------------------------------+
| Tag = 0x0419 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Number |
+-------------------------------+-------------------------------+
| Tag = 0x041A | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Multiplicity Indicator |
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheSCONmessage can contain the following parameters:

Parameters
Routing Context Mandatory
Affected Point Code Mandatory
Congestion Level Mandatory
Subsystem Number Optional *1
Subsystem Multiplicity Indicator Optional *2
Info String Optional

Note 1: TheSubsystem NumberparameterSHALL be present in theSCON message when indicating the congestion of a
subsystem, andSHALL NO T be present when indicating the congestion of a signalling point.

Note 2: TheSubsystem Multiplicity IndicatorparameterSHOULD NOT be present in theSCON message when theSub-
system Numberparameter is not also present.
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3.5.5. DestinationUser Part Unavailable (DUPU)

TheDestination User Part Unavailable (DUPU) message is sent from an SG to all concerned ASPs to indicate the un-
availability of an SS7 SCCP.

TheDUPU message corresponds to the ITUQ.711and ANSIT1.112‘N-PCSTATE’ primitive.

TheDUPU message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0012 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Affected Point Code /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x041C | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| User/Cause |
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDUPU message can contain the following parameters:

Parameters
Routing Context Mandatory
Affected Point Code Mandatory
User/Cause Mandatory *1
Info String Optional

Note 1: TheUserfield of the)User/Causeparameter must indicate an SCCP MTP-User part and can be ignored by the re-
ceiver of theDUPU message.

3.5.6. DestinationRestricted (DRST)

TheDestination Restricted (DRST)message is sent from an SG to all concerned ASPs to indicate one of the follow-
ing:

(1) A replicated subsystem is requesting that the TUA layer at the ASP accept transactions for the affected subsystem.
The TUA layer at the ASP is expected to determine whether it can accept the traffic of the affected subsystem and re-
spond with aDRST message.

(2) An SG representing a signalling transfer point is requesting that the TUA layer at the ASP routing message traffic
via an alternate SG if possible.

TheDRST is sent from an ASP to an SG in response to aDRST from the SG when the TUA layer at the ASP is pre-
pared to accept traffic for the affected subsystem.

When theDRST message contains theSubsystem Numberparameter, this message corresponds to the ITUQ.711 and
ANSIT1.112 ‘N-COORD’ primitive. When theDRST message contains theSubsystem Multiplicity Indicatorparameter, the
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message corresponds to the ‘Request’ and ‘Indication’ forms of the ‘N-COORD’ primitive; when it dos not include the pa-
rameter, it corresponds to the ‘Response’ and ‘Confirm’ forms of the ‘N-COORD’ primitive.

When theDRST message does not contain theSubsystem Numberparameter, the message corresponds to the ITUQ.704

and ANSIT1.111‘Transfer Restricted’ message.

TheDRSTmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0012 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Affected Point Code /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0419 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Number |
+-------------------------------+-------------------------------+
| Tag = 0x041A | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Multiplicity Indicator |
+-------------------------------+-------------------------------+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDRSTmessage can contain the following parameters:

Parameters
Routing Context Mandatory
Affected Point Code Mandatory *1
Subsystem Number Conditional *2
Subsystem Multiplicity Indicator Conditional *3
Info String Optional

Note 1: The Affected Point Code refers to the node which has become restricted or which has requested coordinated ser-
vice outage.

Note 2: TheSubsystem NumberparameterSHALL be present in theSCON message when requesting or responding to a
subsystem coordinated service outage, andSHALL NO T be present when indicating the restriction of a signalling
point.

Note 3: TheSubsystem Multiplicity IndicatorparameterSHOULD NOT be present in theSCON message when theSub-
system Numberparameter is not also present.TheSubsystem Multiplicity IndicatorparameterSHALL be present
in theSCON message when requesting or indicating a coordinated service outage, andSHALL NO T be present
when responding to or confirming a coordinated service outage.

3.6. Application Server Process State Maintenance (ASPSM) Messages

3.6.1. ASPUp (UP)

TheASP Up (UP)message is used to indicate to a remote TUA peer that the Adaptation layer is up and running.
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TheASP UPmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0011 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| ASP Identifier |
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheASP UPmessage can contain the following parameters:

Parameters
ASP Identifier Conditional *1
Info String Optional

Note 1: ASP IdentifierMUST be used where the IPSP/SGP cannot identify the ASP by pre-configured address/port num-
ber information (e.g, where an ASP is resident on a Host using dynamic address/port number assignment).

3.6.2. ASPUp Ack (UP ACK)

TheASP Up Ack (UP ACK) message is used to acknowledge anASP UPmessage received from a remote TUA peer.

TheASP UP ACK message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheASP UP ACK message can contain the following parameters:

Parameters
Info String Optional

3.6.3. ASPDown (DOWN)

TheASP Down (DOWN)message is used to indicate to a remote TUA peer that the adaptation layer is not running.

TheASP DOWNmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheASP DOWNmessage can contain the following parameters:
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Parameters
Info String Optional

3.6.4. ASPDown Ack (DOWN ACK)

The ASP Down Ack (DOWN ACK) message is used to acknowledge anASP DOWN message received from a remote
TUA peer.

TheASP DOWN ACK message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheASP DOWN ACK message can contain the following parameters:

Parameters
Info String Optional

Note: TheASP DOWN ACK message will always be sent to acknowledge anASP DOWNmessage.

3.6.5. Heartbeat(BEAT)

TheHeartbeat (BEAT) message is optionally used to ensure that the TUA peers are still available to each other.

TheBEAT message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0009 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Heartbeat Data /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheBEAT message can contain the following parameters:

Parameters
Heartbeat Data Optional

3.6.6. HeartbeatAck (BEAT ACK)

TheHeartbeat ACK (BEAT ACK) message is sent in response to aBEAT message. ApeerMUST send aBEAT ACK in
response to aBEAT message. Itincludes all the parameters of the received BEAT message, without any change.

TheBEAT ACK message is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0009 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Heartbeat Data /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheBEAT ACK message can contain the following parameters:

Parameters
Heartbeat Data Optional

3.7. Application Server Process Traffic Maintenance (ASPTM) Messages

3.7.1. ASPActive (ASPAC)

TheASP Active (ASPAC) message is sent by an ASP to indicate to a remote TUA peer that it is Active and ready to pro-
cess signalling traffic for a particular Application Server.

TheASPACmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x000B | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Traffic Mode Type |
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheASPACmessage can contain the following parameters:

Parameters
Routing Context Conditional *1
Tr affic Mode Type Optional *2
Info String Optional

Note 1: When an ASP is registered or configured for multiple AS with an SG, the Routing Context associated with the AS
whose activation is being requestedMUST be placed in theASPACmessage.

Note 2: The Traffic Mode Type parameter is not necessary in theASPAC message when both peers are aware of the traffic
mode of the AS by configuration or registration.

3.7.2. ASPActive Ack (ASPAC ACK)

The ASP Active Ack (ASPAC) Ack message is used to acknowledge anASPAC message received from a remote TUA
peer.
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TheASPAC ACK message is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x000B | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Traffic Mode Type |
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheASPAC ACK message can contain the following parameters:

Parameters
Routing Context Conditional *1
Tr affic Mode Type Optional
Info String Optional

Note 1: When an ASP is registered or configured for multiple AS with an SG, the Routing Context associated with the AS
whose activation is being acknowledgedMUST be placed in theASPAC ACK message.

3.7.3. ASPInactive (ASPIA)

TheASP Inactive (ASPIA)message is sent by an ASP to indicate to a remote TUA peer that it is no longer processing
signalling traffic within a particular Application Server.

TheASPIAmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ INFO String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The ASPIA message can contain the following parameters:

Parameters
Routing Context Conditional *1
INFO String Optional

Note 1: When an ASP is registered or configured for multiple AS with an SG, the Routing Context associated with the AS
whose deactivation is being requestedMUST be placed in theASPIAmessage.
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3.7.4. ASPInactive Ack (ASPIA ACK)

The ASP Inactive Ack (ASPIA ACK) message is used to acknowledge anASPIAmessage received from a remote TUA
peer.

TheASPIAmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ INFO String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheASPIAmessage can contain the following parameters:

Parameters
Routing Context Conditional *1
INFO String Optional

Note 1: When an ASP is registered or configured for multiple AS with an SG, the Routing Context associated with the AS
whose deactivation is being acknowledgedMUST be placed in theASPIA ACK message.

3.8. Management(MGMT) Messages

3.8.1. Error (ERR)

TheError (ERR)message is used by a TUA peer to indicate an error situation.ERRmessagesMUST NOT be gener-
ated in response to otherERRmessages.

TheERRmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x000C | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Error Code |
+-------------------------------+-------------------------------+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0012 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Affected Point Code /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0419 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Subsystem Number |
+-------------------------------+-------------------------------+
| Tag = 0x041D | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
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| Network Appearance |
+-------------------------------+-------------------------------+
| Tag = 0x0007 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Diagnostic Info /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheERRmessage can contain the following parameters:

Parameters
Error Code Mandatory
Routing Context Conditional *1
Affected Point Code Conditional *2
Subsystem Number Conditional *3
Network Appearance Conditional *4
Diagnostic Info Conditional *5

Note 1: When the Error Code is "Invalid Routing Context," the Routing Context parameterMUST contain the invalid rout-
ing context value(s).

Note 2: When the Error Code is "Destination Status Unknown" or "Subsystem Status Unknown," the Affected Point Code
parameterMUST contain the point codes for which status is unknown or unauthorized.

Note 3: When the Error Code is "Subsystem Status Unknown," the Subsystem Number parameterMUST contain the sub-
system for which status is unknown or unauthorized.

Note 4: When the Error Code is "Invalid Network Appearance," the Network Appearance parameterMUST contains the
invalid network appearance value.

Note 5: The Diagnostic Info parameterSHOULD contain the first 40 bytes of the message that caused the ERR message
to be sent.

3.8.2. Notify(NTFY)

The Notify message is used to provide an autonomous indication of TUA events at an SG or IPSP to an ASP.

TheNTFYmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x000D | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Status |
+-------------------------------+-------------------------------+
| Tag = 0x0011 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| ASP Identifier |
+-------------------------------+-------------------------------
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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TheNTFYmessage can contain the following parameters:

Parameters
Status Mandatory
ASP Identifier Conditional *1
Routing Context Conditional *2
Info String Optional

Note 1: ASP IdentifierMUST be used where the IPSP/SGP cannot identify the ASP by pre-configured address/port num-
ber information (e.g, where an ASP is resident on a Host using dynamic address/port number assignment) and the
Status parameter is set to "Alternate ASP Active" or "ASP Failure".

Note 2: When an ASP is registered or configured for multiple AS with an SG, to identify the Application Server, the Rout-
ing Context associated with the AS whose state is being notifiedMUST be placed in theNTFYmessage when the
Status parameter is set to "AS_State_Change".

3.9. RoutingKey Management (RKM) Messages

Routing Key Management (RKM)messages are used to manage the Routing Keys that are used by an SG to direct traffic
toward an Application Server.

3.9.1. RegistrationRequest (REG REQ)

TheRegistration Request (REG REQ)message is sent by an ASP to indicate to a remote TUA peer that it wishes to reg-
ister one or more given Routing Keys with the remote peer. Typically, an ASP would send this message to an SGP, and ex-
pects to receive a REG RSP message in return with an associated Routing Context value.

TheREG REQmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x041E | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Key 1 /
\ \
+-------------------------------+-------------------------------+
\ \
/ ... /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x041E | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Key n /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheREG REQmessage can contain the following parameters:

Parameters
Routing Key Mandatory *1

Note 1: One or more Routing Key parametersMAY be included in a singleREG REQmessage. Whereasit is OP-
TION AL for an implementation to be able to generate aREG REQmessage with more than one Routing Key pa-
rameter, it is REQUIRED that the implementation be able to receive multiple Routing Key parameters in a single
REG REQmessage.

B. Bidulock Version 0.0 Page 39



Inter net Draft SS7 TCAP-User Adaptation Layer January 10, 2002

3.9.2. RegistrationResponse (REG RSP)

The Registration Response (REG RSP)message is sent by an SG to an ASP to indicate the result of a previous REG
REQ from an ASP. When successful, theREG RSPmessage contains the Routing Context assigned to the one or more
Routing Keys that were presented in theREG REQ message.

TheREG RSPmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x041F | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Registration Result 1 /
\ \
+-------------------------------+-------------------------------+
\ \
/ ... /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x041F | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Registration Result n /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheREG RSPmessage can contain the following parameters:

Parameters
Registration Result Mandatory *1

Note 1: REG RSPmessage. Whereasit is OPTIONAL for an implementation to be able to generate aREG RSPmessage
with more than one Routing Key parameter, it is REQUIRED that the implementation be able to receive multiple
Routing Key parameters in a singleREG RSPmessage.

3.9.3. Deregistration Request (DEREG REQ)

TheDeregistration Request (DEREG REQ)message is sent by an ASP to indicate to a remote TUA peer that it wishes
to deregister a given Routing Key as identified by the given Routing Context. Typically, an ASP would send this message to
an SGP, and expects to receive aDEREG RSPmessage in return with the associated Routing Context value.

TheDEREG REQmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDEREG REQmessage contains the following parameters:

Parameters
Routing Context Mandatory *1

Note 1: One or more Routing Context valuesMAY be included in the Routing Context parameter. Whereas it isOP-
TION AL for an implementation to be able to generate aDEREG REQmessage with multiple Routing Context
values in the Routing Context parameter, it is REQUIRED that an implementation be able to receive multiple
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Routing Context values in the Routing Context parameter of theDEREG REQmessage.

3.9.4. Deregistration Response (DEREG RSP)

TheDeregistration Response (DEREG RSP)message is used as a response to theDEREG REQmessage from a remote
TUA peer.

TheDEREG REQmessage is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0420 | Length = 12 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Deregistration Result 1 |
+-------------------------------+-------------------------------+
\ \
/ ... /
\ \
+-------------------------------+-------------------------------+
| Tag = 0x0420 | Length = 12 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Deregistration Result n |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDEREG REQmessage contains the following parameters:

Parameters
Deregistration Result Mandatory *1

Note 1: One or more Deregistration Result parametersMAY be included in oneDEREG RSPmessage. Whereasit is OP-
TION AL for an implementation to be able to generate aDEREG RSPmessage with multiple Deregistration Re-
sult parameters, it isREQUIRED that an implementation be able to receive multiple Deregistration Result param-
eters in a singleDEREG RSPmessage.

3.10. CommonParameters

These TLV parameters are common across the different adaptation layers.

Parameter Name Parameter ID Section

Reserved 0x0000 −
Not used in TUA 0x0001 −
Not used in TUA 0x0002 −
Not used in TUA 0x0003 −
Info String 0x0004 3.10.1
Not used in TUA 0x0005 −
Routing Context 0x0006 3.10.2
Diagnostic Info 0x0007 3.10.3
Not used in TUA 0x0008 −
Heartbeat Data 0x0009 3.10.4
Not used in TUA 0x000A −
Tr affic Mode Type 0x000B 3.10.5
Error Code 0x000C 3.10.6
Status 0x000D 3.10.7
Not used in TUA 0x000E −
Not used in TUA 0x000F −
Not used in TUA 0x0010 −
ASP Identifier 0x0011 3.10.8
Affected Point Code 0x0012 3.10.9
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Correlation Id 0x0013 3.10.12

3.10.1. Info String

The Info Stringparameter is optionally included in all MGMT, ASPSM and ASPTM messages to provide additional de-
bugging or diagnostic information.

TheInfo Stringparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0004 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Info String /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheInfo Stringparameter contains the following fields:

Inf o String field: v ariable (ASCII string)

The Info Stringfield can carry any meaningful 8-bit ASCII character string along with the message.Length of the Info
String field is from 0 to 255 characters.No procedures are presently identified for its use but implementations may use
the Info String for debugging purposes.

3.10.2. RoutingContext

The Routing Context parameter is included in all TUA SSNM, DH and CH messages as well as in MGMT, ASPTM,
ASPSM that reference one or more Application Servers. TheRouting Context parameter is used to uniquely identify an Ap-
plication Server and Routing Key within an association between an SGP and ASP.

TheRouting Context parameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0006 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Routing Context(s) /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheRouting Context parameter can contain the following fields:

Routing Context field: list of 32-bit (unsigned integer)

TheRouting Context field contains (a list of) 32-bit unsigned integers indexing the Application Server traffic that the send-
ing ASP is configured or registered to receive. There is 1:1 relationship between a Routing Context value, an SG Routing
Ke y and an Application Server [5].

3.10.3. DiagnosticInf ormation

The Diagnostic Infoparameter is used in the MGMT Error (ERR) message to provide additional information concern-
ing the message that generated an Error message reply. TheDiagnostic InfoparameterSHOULD contain the first 40 bytes
of the message that generated the error.

TheDiagnostic Infoparameter is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0007 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Diagnostic Info /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDiagnostic Infoparameter contains the following fields:

Diagnostic Info field: variable length (bytes)

TheDiagnostic Infofield can contain any information germane to the error condition, to assist in the identification of the
error condition.The Diagnostic InfoSHOULD be the first 40 bytes of the offending message.

3.10.4. HeartbeatData

The Heartbeat Data parameter is used in the BEAT and BEAT-Ack messages and contains whatever information the
sender of the BEAT message chooses to include.Some uses for the Heartbeat Data parameter are described in Section 4.

TheHeartbeat Dataparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0009 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Heartbeat Data /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheHeartbeat Dataparameter contains the following fields:

Heartbeat Data field: variable length (opaque)

The sending node defines the Heartbeat Data field contents.It may include a Heartbeat Sequence Number or Time-stamp,
or other implementation specific details.The receiver of a Heartbeat message does not process this field as it is only of
significance to the sender. The receiver MUST echo the content of the Heartbeat Data in a BEAT-Ack message.The data
field can be used to store information in the heartbeat message useful to the sending node (e.g. the data field can contain a
time stamp, a sequence number, etc.).

3.10.5. Traffic Mode Type

The Tr affic Mode Typeparameter indicates the fail-over and traffic distribution algorithm and procedures that will be
used for an Application Server Process serving an Application Server. Each Application Server has associated with it only
one Traffic Mode Type.

TheTr affic Mode Typeparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x000B | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Traffic Mode Type |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTr affic Mode Typeparameter contains the following fields:

Tr affic Mode Type field: 32-bits (unsigned integer)
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The Traffic Mode Type field identifies the traffic mode of operation of an ASP within an AS.The valid values for the
Traffic Mode Type field are as follows:

1 Override
2 Loadshare
3 Broadcast

Within a Routing Context, Override, Load-share Types and Broadcast cannot be mixed. TheOverride value indicates that
the ASP is operating in Override mode, and that when the ASP becomes active for the Application Server, it will take over
all traffic for the AS (i.e, primary/back-up operation), overriding any currently active ASP in the AS.In Load-share
mode, when the ASP becomes active for the AS, the ASP will share in the traffic distribution with any other active ASPs.
In Broadcast mode, when the ASP becomes active for the AS, the ASP will receive the same traffic as any other active
APSs.

3.10.6. Error Code

TheError Codeparameter is used in the Error (ERR) message to indicate the reason that the ERR message was gener-
ated and, along with the other parameters in the Error message, help to locate the problem that generated the error condition.

TheError Codeparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x000C | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Error Code |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheError Codeparameter contains the following fields:

Err or Code field: 32-bit (unsigned integer)

TheError Codefield indicates the reason for the Error Message.The Error Code field value can be one of the following
values:

1 Inv alid Version
3 Unsupported Message Class
4 Unsupported Message Type
5 Unsupported Traffic Handling Mode
6 Unexpected Message
7 Protocol Error
9 Inv alid Stream Identifier

13 Refused- Management Blocking
14 ASPIdentifier Required
15 Invalid ASP Identifier
17 Invalid Parameter Value
18 Parameter Field Error
19 Unexpected Parameter
20 DestinationStatus Unknown
21 Invalid Network Appearance
22 Noconfigured AS for ASP
23 Invalid Routing Context
24 SubsystemStatus Unknown

The "Invalid Version" error is sent if a message was received with an invalid or unsupported version. TheError message
contains the supported version in the Common header. The Error message could optionally provide the supported version in
the Diagnostic parameter.
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The "Unsupported Message Class" error is sent if a message with an unexpected or unsupported Message Class is re-
ceived.

The "Unsupported Message Type" error is sent if a message with an unexpected or unsupported Message Type is re-
ceived.

The "Unsupported Traffic Handling Mode" error is sent by a SGP if an ASP sends an ASP Active message with an un-
supported Traffic Mode Type or a Traffic Mode Type that is inconsistent with the presently configured mode for the Applica-
tion Server. An example would be a case in which the SGP did not support load-sharing.

The "Unexpected Message" errorMAY be sent if a defined and recognized message is received that is not expected in
the current state (in some cases the ASP may optionally silently discard the message and not send an Error message).For
example, silent discard is used by an ASP if it received a DAT A message from an SGP while it was in the ASP-INACTIVE
state. Ifthe Unexpected message contained Routing Context(s), the Routing Context(s) SHOULD be included in the Error
message.

The "Protocol Error" error is sent for any protocol anomaly (i.e., reception of a parameter that is syntactically correct
but unexpected in the current situation.

The "Invalid Stream Identifier" error is sent if a message is received on an unexpected SCTP stream (e.g, a Management
message was received on a stream other than "0", or a Data message was received on stream "0").

The "Refused - Management Blocking" error is sent when an ASP Up or ASP Active message is received and the re-
quest is refused for management reasons (e.g, management lockout"). If this error is in response to an ASP Active message,
the Routing Context(s) in the ASP Active messageSHOULD be included in the Error message.

The "ASP Identifier Required" is sent by a SGP in response to an ASP Up message which does not contain an ASP
Identifier parameter when the SGP requires one.The ASPSHOULD resend the ASP Up message with an ASP Identifier.

The "Invalid ASP Identifier" is send by a SGP in response to an ASP Up message with an invalid (i.e., non-unique) ASP
Identifier.

The "Invalid Parameter Value" error is sent if a message is received with an invalid parameter value (e.g, a DUPU mes-
sage was received with a Mask value other than "0").

The "Parameter Field Error" would be sent if a message is received with a parameter having a wrong length field.

The "Unexpected Parameter" error would be sent if a message contains an invalid parameter.

The "Destination Status Unknown" Error MAY be sent if a DAUD is received at an SG inquiring of the availability or
congestion status of a destination, and the SG does not wish to provide the status (e.g, the sender is not authorized to know
the status).For this error, the invalid or unauthorized Point Code(s)MUST be included along with any Network Appear-
ance or Routing Context associated with the Point Code(s) from the DAUD message.

The "Invalid Network Appearance" error is sent by a SGP if an ASP sends a message with an invalid (unconfigured)
Network Appearance value. For this error, the invalid (unconfigured) Network AppearanceMUST be included in the Net-
work Appearance parameter in the Error message.

The "No Configured AS for ASP" error is sent if a message is received from a peer without a Routing Context parame-
ter and it is not known by configuration data which Application Servers are referenced.

The "Invalid Routing Context" error is sent if a message is received from a peer with an invalid (unconfigured) Routing
Context value, or if a message is received from a peer without a Routing Context parameter and it is not known by configu-
ration data which Application Servers are referenced.For this error, the invalid Routing Context(s) MUST be included in
the Error message.

The "Subsystem Status Unknown" Error MAY be sent if a DAUD is received at an SG inquiring of the availability or
congestion status of a subsystem, and the SG does not wish to provide the status (e.g, the sender is not authorized to know
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the status).For this error, the invalid or unauthorized Point Code and Subsystem NumberMUST be included along with any
Network Appearance or Routing Context associated with the Point Code and Subsystem Number from the DAUD message.

3.10.7. Status

The Status parameter identifies the type of the status that is being notified in a Notify (NTFY) message and the Status
ID.

TheStatusparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x000D | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Status Type | Status ID |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheStatusparameter contains the following fields:

Status Type field: 16-bits (unsigned integer)

The valid values for Status Type field are as follows:

1 Application Server state change (AS_State_Change)
2 Other

Status ID field: 16-bits (unsigned integer)

The Status ID parameter contains more detailed information for the notification, based on the value of the Status Type.

(1) If the Status Type is "AS_State_Change", then the Status ID values are as follows:

1 reserved
2 Application Server Inactive (AS-Inactive)
3 Application Server Active (AS-Active)
4 Application Server Pending (AS-Pending)

These notifications are sent from an SGP to an ASP upon a change in status of a particular Application Server. The
value reflects the new state of the Application Server.

(2) If the Status Type is "Other", then the following Status Information values are defined:

1 Insufficient ASP resources active in AS
2 Alternate ASP Active
3 ASP failure

These notifications are not based on the SGP reporting the state change of an ASP or AS.In the Insufficient ASP
Resources case, the SGP is indicating to an "Inactive" ASP(s) in the AS that another ASP is required to handle the
load of the AS (Load-sharing mode or Broadcast mode).For the Alternate ASP Active case, an ASP is informed
when an alternate ASP transitions to the ASP-Active state in Override mode.

3.10.8. ASPIdentifier

TheASP Identifierparameter is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0011 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| ASP Identifier |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheASP Identifierparameter contains the following fields:

ASP Identifier field: 32-bits (unsigned integer)

The ASP Identifier field contains a unique value that is locally significant among the ASPs that support an AS.The SGP
should save the ASP Identifier to be used, if necessary, with the Notify message (see Section 3.7.2).

The optional ASP Identifier parameter would contain a unique value that is locally significant among the ASPs that sup-
port an AS.The SGP should save the ASP Identifier to be used, if necessary, with the Notify message (see Section 3.3.3.2).

3.10.9. AffectedPoint Code

TheAffected Point Codeparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0012 | Length |
+- - - - - - - -+- - - - - - - -+- - - - - - - - - - - - - - - -+
| Mask | Affected Point Code 1 |
+- - - - - - - -+- - - - - - - - - - - - - - - - - - - - - - - -+
\ \
/ ... /
\ \
+- - - - - - - -+- - - - - - - - - - - - - - - - - - - - - - - -+
| Mask | Affected Point Code n |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheAffected Point Codeparameter contains the following fields:

Affected Destination Point Code field: n x 32-bits

The Affected Point Codeparameter contains a list of one or more Affected Destination Point Code fields.It is OP-
TION AL to generate an Affected Point Code parameter with more than one Affected Destination Point Code field, but it
is REQUIRED to accept it.

Each Affected Destination Point Code field in the list contains the following fields:

Affected Point Code field: 24-bits (unsigned integer)

Each Affected Point Code field is a three-octet field to allow for up to 24-bit binary formatted SS7 Point Codes.Affected
Point Codes that are less than 24-bits are padded on the left to the 24-bit boundary. The following examples show ANSI
and ITU-T point codes:

ANSI 24-bit Point Code:

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Mask | Network | Cluster | Member |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|MSB-----------------------------------------LSB|

ITU-T 14-bit Point Code:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Mask |0 0 0 0 0 0 0 0 0 0|Zone | Region | SP |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|MSB---------------------LSB|

Mask field: 8-bits (unsigned integer)

The Mask parameter can be used to identify a contiguous range of Affected Point Codes, independent of the point code
format. Identifyinga contiguous range of Affected Point Codes may be useful when a management event simultaneously
affects the status of a series of destinations at an SG.

The Mask parameter is an integer representing a bit mask that can be applied to the related Affected PC field.The bit
mask identifies how many bits of the Affected PC field are significant and which are effectively "wild-carded". For exam-
ple, a mask of "8" indicates that the last eight bits of the PC is "wild-carded".For an ANSI 24-bit Affected PC, this is
equivalent to signalling that all PCs in an ANSI Cluster are unavailable. A mask of "3" indicates that the last 3 bits of the
PC is "wild-carded".For a 14-bit ITU Affected PC, this is equivalent to signalling that an ITU Region is unavailable.

A Mask value equal (or greater than) the number of bits in the Point Code indicates that the entire network access is af-
fected: this is used to indicate network isolation to the ASP.

3.10.10. Correlation Id

TheCorrelation Idparameter is used to tag messages sent to an ASP in a Broadcast group as well as during fail-over.

TheCorrelation Idparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0013 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Correlation Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheCorrelation Idparameter can contain the following fields:

Corr elation Id field: 32-bits (unsigned integer)

The Correlation Id field contains a Correlation Id.The Correlation Id is a 32-bit identifier that is attached to the TUA
Message Header to indicate to a newly entering ASP in a Broadcast AS where in the traffic flow of TUA messages the
ASP is joining. It is attached to the TUA Message Header of the first DH or CH message sent to an ASP by an SG after
sending an ASP Active Ack or otherwise starting traffic to an ASP. The Correlation Id is only significant within a Routing
Context [6].

3.11. TUA-Specific parameters

These TLV parameters are specific to the TUA protocol.

Parameters used in DH Messages

Parameter Name Parameter ID Section
Dialogue Id 0x0401 3.11.1.1
Dialogue Flags 0x0402 3.11.1.2
Quality of Service 0x0403 3.11.1.3
Destination Address 0x0404 3.11.1.4
Originating Address 0x0405 3.11.1.5
Application Context Name 0x0406 3.11.1.6
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User Information 0x0407 3.11.1.7
Security Context 0x0408 3.11.1.8
Confidentiality 0x0409 3.11.1.9
Termination 0x040A 3.11.1.10
Abort Cause 0x040B 3.11.1.11
Report Cause 0x040C 3.11.1.12
Abort Reason 0x040D 3.11.1.13
Components 0x040E 3.11.1.14
Component 0x040F 3.11.1.15
Transaction Id 0x0410 3.11.1.16

Parameters used in CH Messages

Parameter Name Parameter ID Section
Invoke Id 0x0411 3.11.2.1
Linked Id 0x0412 3.11.2.2
Component Flags 0x0413 3.11.2.3
Operation 0x0414 3.11.2.4
Parameters 0x0415 3.11.2.5
Error 0x0416 3.11.2.6
Problem Code 0x0417 3.11.2.7
Timeout 0x0418 3.11.2.8

Other Parameters

Parameter Name Parameter ID Section
Subsystem Number 0x0419 3.11.3.1
Subsystem Multiplicity Indicator 0x041A 3.11.3.2
Congestion Level 0x041B 3.11.3.3
User/Cause 0x041C 3.11.3.4
Network Appearance 0x041D 3.11.3.5
Routing Key 0x041E 3.11.3.6
Registration Result 0x041F 3.11.3.7
Deregistration Result 0x0420 3.11.3.8
Address Range 0x0421 3.11.3.9
Destination Transaction Id 0x0422 3.11.3.10
Originating Transaction Id 0x0423 3.11.3.11
Transaction Id Range 0x0424 3.11.3.12
Global Title 0x0425 3.11.3.13
Point Code 0x0426 3.11.3.14

3.11.1. Parameters used in DH Messages

3.11.1.1. DialogueId

The Dialogue Idparameter is used in the TUA Message Header to identify the dialogue within the Application Server
indicated by the Routing Context (also in the TUA Message Header).

TheDialogue Idparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0401 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Dialogue Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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TheDialogue Idparameter contains the following fields:

Dialogue Id field: 32-bits (unsigned integer)

TheDialogue Idfield contains an identifier that is used both at the SG and the ASP to identify a dialogue within an Appli-
cation Server. The Dialogue Id value must be unique within the scope of a given Application Server and Routing Context.

For a giv en AS and Routing Context, either the SG or the ASP is responsible for assigning Dialogue Ids, but not both.

3.11.1.2. DialogueFlags

TheDialogue Flagsparameter is used in the DH Message Header and is used to indicate whether components are pre-
sent (when the message is sent from SG to ASP) and whether permission is granted for the receiving TC-User to terminate
the dialogue.

TheDialogue Flagsparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0402 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Dialogue Flags |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDialogue Flagsparameter contains the following fields:

Dialogue Flags field: 32-bits (bit field)

The Dialogue Flags field contains flag bits used in to indicate additional characteristics of the DH message.The Dialogue
Flags field is formatted as follows:

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| reserved |C|P| |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Bits 0-28: Reserved (coded zero)

Reserved bits are reserved for later IETF extensions and are coded zero.

Bit 29: Components Present

TheComponents Presentbit is set in the indication (i.e, sent from SG to ASP) forms of Dialogue Handling (DH) mes-
sages to indicate that Component Handling (CH) messages will follow containing the components associated with the
Dialogue Handing message.

Bit 20: Permission

ThePermissionbit is cleared in Dialogue Handling (DH) messages to indicate that the remote TC-User is not permitted
to end the dialogue.

Bit 31: Reserved (coded zero)

Reserved bits are reserved for later IETF extensions and are coded zero.

3.11.1.3. Qualityof Service

TheQuality of Serviceparameter contains the QoS parameters for the underlying SCCP Network Service.
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TheQuality of Serviceparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0403 | Length = 8 |
+- - - - - - - -+- - - - - - - -+- - - - - - - -+-+- - -+- - - -+
| Msg Priority | Importance | Seq Control |R| - | P Cls |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheQuality of Serviceparameter contains the following fields:

Protocol Class field: 4-bits (unsigned integer)

The Protocol Class field indicates the SCCP Protocol Class requested by the TC-User for the current Dialogue Handling
message. Valid values for the Protocol Class field are as follows:

0 SCCP Protocol Class 0 TCAP Operation Class 4
1 SCCP Protocol Class 1 TCAP Operation Class 1, 2, and 3
2 SCCP Protocol Class 2 TCAP Operation Class 1, 2, and 3
3 SCCP Protocol Class 3 TCAP Operation Class 1, 2, and 3

Spare field: 3-bits (coded zero)

Spare bits are coded zero.

Return Option field: 1-bit (boolean)

Specifies whether the SCCP "return message on error" is requested when the Protocol Class field is set to SCCP Protocol
Class 0 or 1.When the Protocol Class field is set to SCCP Protocol Class 2 or 3, this fieldMAY be ignored by the SG.
The Return Option field has the following values:

0 No "Return On Error" option requested.
1 "Return On Error" option requested.

Sequence Control field: 8-bits (unsigned integer)

When the Protocol Class field is other than SCCP Protocol Class 0, theSequence Control field provides a sequence con-
trol parameter which is used by the underlying SS7 SCCP and MTP layer at the SG to generate an SLS value. Whenthe
Protocol Class field is set to Protocol Class 0, this fieldSHOULD be coded to zero andMUST be ignored by the SG.

Importance field: 8-bits (unsigned integer)

The Importance field contains the SCCP Importance level requested by the TC-User. Where the underlying SCCP trans-
port at an SG does not support SCCP flow controlQ.714, this fieldSHOULD be coded to zero andMUST be ignored by
the SG [7].Valid values for the Importance field are as follows:

0 SCCP Importance Level 0 or Unspecified
1 SCCP Importance Level 1
2 SCCP Importance Level 2
3 SCCP Importance Level 3
4 SCCP Importance Level 4
5 SCCP Importance Level 5
6 SCCP Importance Level 6
7 SCCP Importance Level 7

Message Priority field: 8-bits (unsigned integer)

The Message Priority field contains the MTP Message Priority requested when the underlying SS7 transport at an SG sup-
ports multiple congestion levelsQ.704. When the underlying transport does not support multiplex congestion levels or
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states, this fieldSHOULD be coded to zero andMUST be ignored by the SG [8].Valid values for the Message Priority
field are as follows:

0 Message Priority 0 or Unspecified
1 Message Priority 1
2 Message Priority 2
3 Message Priority 3

3.11.1.4. DestinationAddr ess

TheDestination Addressparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0404 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Address parameter(s) /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDestination Addressparameter contains the following fields:

Addr ess field: variable length (address parameter list)

TheAddressfield contains a list of one or more address parameters.At least one address parameterMUST be present in
the Address field.TheAddressfield can contain the following parameters:

Parameters
Point Code Conditional *1
Subsystem Number Conditional *1
Global Title Optional

Note :1 When the Address field contains aSubsystem Numberparameter, it must also contain aPoint Codeparameter.

3.11.1.5. OriginatingAddr ess

TheOriginating Addressparameter is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0405 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Address parameter(s) /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheOriginating Addressparameter contains the following fields:

Addr ess field: variable length (address parameter list)

The Addressfield contains a list of one or more address parameters.At least one address parameterMUST be pre-
sent in the Address field.TheAddressfield can contain the following parameters:

Parameters
Point Code Conditional *1
Subsystem Number Conditional *1
Global Title Optional

Note :1 When the Address field contains aSubsystem Numberparameter, it must also contain aPoint Codeparameter.

3.11.1.6. Application Context Name

TheApplication Context Nameparameter contains the identifier of the application context proposed by the dialogue ini-
tiator or by the dialogue responder. An application context is an explicitly identified set of application-service-elements, re-
lated options and any other necessary information for the interworking of application-entities on a dialogue.

For a description of the Application Context Name parameter, see the ITUQ.771TCAP specifications.

TheApplication Context Nameparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0406 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Application Id Type |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
\ \
/ Application Identifier /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheApplication Context Nameparameter contains the following fields:

Application Id Type field: 32-bits (unsigned integer)

TheApplication Id Typefield indicates the type of Application Identifier that is present in the Application Identifier field.
Valid values for the Application Id Type are as follows:

0 ASN.1 OBJECT IDENTIFIER
1 ASN.1 INTEGER

Application Identifier field: v ariable length (bytes)

TheApplication Identifiercontains an identifier of the application context that is being proposed by the dialogue initiator
or responder. When the Application Type is ‘0’ this fieldMUST be formatted as anOBJECT IDENTIFIERX.680 repre-
senting the proposed Application Id.When the Application Type is ‘1’ this fieldMUST be formatted as 32-bit unsigned
integer value representing the proposed Application Id.
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3.11.1.7. UserInf ormation

The User Informationparameter contains information which can be exchanged between TC-Users independently from
the Remote Operation Service.

For a description of the User Information parameter, see the ITUQ.771TCAP specifications.

TheUser Informationparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0407 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ User Information /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheUser Informationparameter can contain the following fields:

User Information field: variable length (bytes)

The internal format of theUser Informationfield is opaque to TUA and to TCAP. The contents of this field is a string of
bytes as they were provided to the TUA layer by the TC-User in a TC-BEGIN, TC-CONT, or TC-END primitive.

3.11.1.8. SecurityContext

The Security Context parameter contains the identifier of the security context proposed by the dialogue initiator or by
the dialogue responder.

TheSecurity Context parameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0408 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Security Type |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
\ \
/ Security Identifier /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheSecurity Context parameter contains the following fields:

Security Id Type field: 32-bits (unsigned integer)

TheSecurity Id Typefield indicates the type of Security Identifier that is present in the Security Identifier field.Valid val-
ues for the Security Id Type are as follows:

0 ASN.1 OBJECT IDENTIFIER
1 ASN.1 INTEGER

Security Identifier field: variable length (bytes)

TheSecurity Identifiercontains an identifier of the application context that is being proposed by the dialogue initiator or
responder. When the Security Type is ‘0’ this fieldMUST be formatted as anOBJECT IDENTIFIERX.680 representing
the proposed Security Id.When the Security Type is ‘1’ this fieldMUST be formatted as 32-bit unsigned integer value
representing the proposed Security Id.
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3.11.1.9. Confidentiality

Confidentiality Identifier is coded context specific (in the context of the dialogue portion sequence), constructor.

TheConfidentialityparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0409 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Confidentiality Id Type |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
\ \
/ Confidentiality Identifier /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheConfidentialityparameter contains the following fields:

Confidentiality Id T ype field: 32-bits (unsigned integer)

TheConfidentiality Id Typefield indicates the type of Confidentiality Identifier that is present in the Confidentiality Identi-
fier field. Valid values for the Confidentiality Id Type are as follows:

0 ASN.1 OBJECT IDENTIFIER
1 ASN.1 INTEGER

Confidentiality Identifier field: v ariable length (bytes)

TheConfidentiality Identifiercontains an identifier of the application context that is being proposed by the dialogue initia-
tor or responder. When the Confidentiality Type is ‘0,’ this fieldMUST be formatted as anOBJECT IDENTIFIERX.680

representing the proposed Confidentiality Id.When the Confidentiality Type is ‘1,’ this field MUST be formatted as
32-bit unsigned integer value representing the proposed Confidentiality Id.

3.11.1.10. Termination

TheTerminationparameter indicates the dialogue termination scenario chosen by the TC-User (prearranged or basic).

TheTerminationparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040A | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Termination |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTerminationparameter contains the following fields:

Termination field: 32-bit (unsigned integer)

TheTerminationfield indicates the dialogue termination scenario chosen by the TC-User and can have one of the follow-
ing values:

0 Prearranged
1 Basic
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3.11.1.11. AbortCause

The Abort Causeparameter is included in theTUAB, TPAB, TUAB and TPAB messages and indicates the reason for
aborting the transaction or dialogue.

TheAbort Causeparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040B | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Abort Cause |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheAbort Causeparameter contains the following fields:

Abort Cause field: 32-bit (unsigned integer)

TheAbort Causefield indicates the reason for aborting the dialogue and has a TCAP protocol-variant-specific value. Ex-
ample values for ITUQ.773and ANSIT1.114are as follows:

ITU-T Description ANSI Description
0 −unrecognized message type
1 unrecognized transaction id unrecognized package type
2 badly formatted transaction portion incorrect transaction portion
3 incorrect transaction portion badly structured transaction portion
4 resource limitation unassigned responding transaction identifier
5 L_RESOURCE_LIMIT permission to release problem
6 invalid dialogue request resource unavailable
7 pending expired unrecognized dialogue portion identifier
8 begin expired badly structured dialogue portion
9 inactive expired missing dialogue portion

10 destination address unknown inconsistent dialog portion
11 −network error
12 −unrecognized dialogue identifier
13 −abnormal dialogue portion
14 −no common dialogue portion

3.11.1.12. ReportCause

The Report Causeparameter indicates the reason for the sending of an TNOT message and reflects the SCCP reason
that would be used for returning a TCAP message.

TheReport Causeparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040C | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Report Cause |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheReport Causeparameter contains the following fields:

Report Cause field: 32-bit (unsigned integer)

TheReport Causefield indicates the reason that a TC-User message could not be delivered and has the following values:
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0 no translation for an address of such nature
1 no translation for this specific address
2 subsystem congestion
3 subsystem failure
4 unequipped user
5 MTP failure
6 network congestion
7 SCCP unqualified
8 error in message transport
9 error in local processing

10 destinationcannot perform re-assembly
11 SCCPfailure
12 hopcounter violation
13 segmentation not supported
14 segmentation failed.

3.11.1.13. AbortReason

The Abort Reasonparameter indicates whether a dialogue is aborted because the received application context name is
not supported and no alternative one can be proposed or because of any other user problem.

TheAbort Reasonparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040D | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Abort Reason |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheAbort Reasonparameter contains the following fields:

Abort Reason field: 32-bits (unsigned integer)

The Abort Reasonfield indicates whether the dialogue was aborted because the received application context name is not
supported and no alternative can be proposed or because of any other user problem.The valid values forAbort Reason
are as follows:

0 application context not supported
1 user specific

3.11.1.14. Components

TheComponentsparameter is used to attach components directly to a TUA Dialogue Handling (DH) message instead of
in separate Component Handling (CH) massages.

TheComponentsparameter is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040E | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Tag = 0x040F | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Component #1 /
\ \
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
\ .  \
/ . /
\ .  \
/ /
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Tag = 0x040F | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Component #n /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheComponentsparameter contains the following parameters:

Parameters
Component Conditional *1

Note 1: The ComponentsparameterMUST contain at least oneComponentparameter, but may contain more than one
Componentparameter.

3.11.1.15. Component

TheComponent Typefield identifies the type of component (CINV, CRES, CCAN, etc.) that is contained within aCom-
ponentparameter.

TheComponent Typeparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x040F | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Component Type |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
\ \
/ Component parameter(s) /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheComponent Typeparameter contains the following fields:

Component Type field: 32-bit (unsigned integer)

TheComponent Typefield indicates the type of component contained in the component parameter. It can take on the fol-
lowing values: (Note that not all values are supported for interworking with all TCAP protocol variants.)

0 Inv oke Last
1 Inv oke Not Last
2 Result Last
3 Result Not Last
4 Error
5 Reject (User)
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6 Reject (Local)
7 Reject (Remote)
8 Cancel

Component field: variable length (TLV parameter list)

TheComponentfield contains the parameters associated with the component.This field may contains the following com-
ponents, however, the formatting of the Component fieldMUST be the same as for the corresponding TUA message as
follows:

Component Type CH Msg Section
0 Inv oke Last

CINV 3.4.2
1 Inv oke Not Last

2 Result Last
CRES 3.4.3

3 Result Not Last

4 Error CERR 3.4.4

5 Reject (User)

6 Reject (Local) CREJ 3.4.5

7 Reject (Remote)

8 Cancel CCAN 3.4.6

3.11.1.16. Transaction Id

TheTr ansaction Idparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0410 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Transaction Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTr ansaction Idparameter contains the following fields:

Tr ansaction Id field: 32-bits (unsigned integer)

TheTr ansaction Idfield contains the value of the originating or terminating transaction identifier.

3.11.2. Parameters used in CH Messages

3.11.2.1. Invoke Id

The Invoke Id parameter identifies an invoke component. Thisidentifier is only significant within the scope of a transac-
tion and need only uniquely identify a dialogue within a transaction in a given direction (e.g, from SGP to ASP).The value
of theInvoke Id parameter is chosen by the TUA peer sending the Invoke. As both the ASP and SGP could be assigning the
same values ofInvoke Id to invocations in each direction, theInvoke Id need only be unique in one direction.

TheInvoke Id parameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0411 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Invoke Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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TheInvoke Id parameter contains the following fields:

Invoke Id field: 32-bit (unsigned integer)

TheInvoke Id field contains the value of the invoke identifier for the current component.

3.11.2.2. Linked Id

TheLinked Idparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0412 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Linked Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheLinked Idparameter contains the following fields:

Link ed Id field: 32-bit (unsigned integer)

TheLinked Idfield contains the value of the linked or correlation invoke identifier which is related to the current compo-
nent.

3.11.2.3. ComponentFlags

TheComponent Flagsparameter is used in theCINV andCRESCH messages to indicate whether the contained compo-
nents are segmented and whether they represent the last segment in a sequence of component segments.

TheComponent Flagsparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0413 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| unused |N|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheComponent Flagsparameter contains the following fields:

Component Flags field: 32-bits

The Component Flags field is used to convey information about the components in a Component Handling (CH) message.
It contains the following bit fields:

Bits 0-30: Unused

These bits are reserved and are coded to zero.

Bit 31: Not Last Bit

The Not Last bit is used to indicate whether the component present in the CH message is the last component of a se-
quence of segmented components.It has the following values:

0 Last component in a component sequence.
1 Not the last component in a component sequence.

To smoothly interwork with TCAP, TUA includes a mechanism whereby components can be segmented: the CH mes-
sage with the "Not Last" bit set in the Component Flags field provides for the initial segments of a segmented
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component, whereas the CH message with the "Not Last" bit clear in the Component Flags field provides for the final
(or only) segment in a sequence of component segments representing the complete component.When interworking
with TCAP, each component segment may be sent in a different TCAP packageQ.775.

3.11.2.4. Operation

TheOperationparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0414 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Operation Class |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
| Operation Type |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
\ \
/ Operation Code /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheOperationparameter contains the following fields:

Operation Class field: 32-bit (unsigned integer)

TheOperation Classfield indicates the operational class of the invoke in which it appears and has the following values:

0 not specified
1 Class 1 both success and failure are reported
2 Class 2 only failure is reported
3 Class 3 only success is reported
4 Class 4 neither success, nor failure is reported

Operation Type field: 32-bit (unsigned integer)

TheOperation Typefield indicates the type of operation code and has the following values:

1 National TCAP Operation INTEGER
2 Private TCAP Operation INTEGER
3 Local TCAP Operation INTEGER
4 Global TCAP Operation OBJECT IDENTIFIER

Operation Code field: variable length (based on type)

TheOperation Codefield contains an identifier of the requested operation.When the Operation Type is "National," "Pri-
vate," or "Local," this fieldMUST be formatted as 32-bit unsigned integer value representing the requested operation.
When the Operation Type is "Global," this fieldMUST be formatted as anOBJECT IDENTIFIERX.680. representing
the requested operation.The value of this field is TCAP protocol-variant-specific.

3.11.2.5. Parameters

TheParameters parameter identifies the parameter set or parameter sequence that accompanies an operation invocation
or response.

TheParameters parameter is formatted as follows:

B. Bidulock Version 0.0 Page 61



Inter net Draft SS7 TCAP-User Adaptation Layer January 10, 2002

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0415 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Parameters /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheParameters parameter contains the following fields:

Parameters field: variable length (bytes)

The Parameters field contains all of the parameters coded according to the codingX.680 for Parameter Sequences or Pa-
rameter Sets per the applicable TCAP protocol specification.For example, ITUQ.773or ANSIT1.114. [9]

3.11.2.6. Error

TheError parameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0416 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Error Type |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
\ \
/ Error Code /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheError parameter contains the following fields:

Err or Type field: 32-bit (unsigned integer)

TheError Typefield indicates the level (i.e, local or global) at which the error was generated.It has the following values:

1 National TCAP Error INTEGER
2 Private TCAP Error INTEGER
3 Local TCAP Error INTEGER
4 Global TCAP Error OBJECT IDENTIFIER

Err or Code field: variable length (based on type)

The Error Codefield contains an identifier of the indicated error. When the Error Type is "National," "Private," or "Lo-
cal," this fieldMUST be formatted as a 32-bit signed integer value representing the indicated error. When the Error Type
is "Global," this fieldMUST be formatted as anOBJECT IDENTIFIERX.680 representing the indicated error. The value
of this field is TCAP protocol-variant-specific.

3.11.2.7. Problem Code

TheProblem Codeparameters identifies the reason for rejecting a component.

TheProblem Codeparameters is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0417 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Problem Type |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
| Problem Code |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheProblem Codeparameters contains the following fields:

Problem Type field: 32-bit (unsigned integer)

The Problem Typefield indicates the reason for rejecting a component and has the following values: (Note that not all
problem type field values are applicable to all TCAP protocol variants.)

0 General Problem
1 Problem with Invoke
2 Problem with Return Result
3 Problem with Return Error
4 Problem with Transaction Portion (deprecated)

Problem Code field: variable length (signed integer)

TheProblem Codefield indicates the specific problem associated with the Problem Type. For more information on prob-
lem codes, see Q.773 Chapter 4.2.2.6 and ANSI T1.114.3 Chapter 5.16.2.

Problem Code field: 32-bit (signed integer)

TheProblem Codefield indicates the specific problem associated with the Problem Type. Thisis a TCAP protocol-vari-
ant-specific value. Following are some example values for ITUQ.773and ANSIT1.114:

ITU ANSI

General 0 −unrecognized component
Problem 1mis-typed component unrecognized component type

2 badly structured component incorrect component portion
3 − badly structured component portion

Invoke 0 −duplicate invoke id
Problem 1unrecognized operation duplicate invocation

2 mis-typed parameter unrecognized operation
3 resource limitation incorrect parameter
4 initiating release unrecognized correlation id
5 −unrecognized linked id
6 −linked response unexpected
7 −unexpected linked operation

Return 0 −unrecognized invoke id
Result 1 return result unexpected unrecognized correlation id
Problem 2mis-typed parameter unexpected return result

2 − incorrect parameter

Return 0 −unrecognized invoke id
Error 1 return error unexpected unexpected return error
Problem 2unrecognized error unrecognized error

3 unexpected error unexpected error
4 mis-typed parameter incorrect parameter

Trans 1− unrecognized package type
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Portion 2 − incorrect transaction portion
Problem 3 − badly structured transaction portion
(depr.) 4 − unassigned responding transaction id

5 − permission to release problem
6 − resource unavailable

3.11.2.8. Timeout

TheTimeoutparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0418 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Timeout |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTimeoutparameter contains the following fields:

Timeout field: 32-bit (unsigned integer)

TheTimeoutfield contains the timeout value in seconds that the sender will wait before an invocation is canceled.

3.11.3. OtherParameters

3.11.3.1. SubsystemNumber

TheSubsystem Numberparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0419 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Reserved | SSN |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheSubsystem Numberparameter contains the following fields:

Reserved field: 24-bits (coded zero)

Reserved bits are coded zero.

SSN field: 8-bits (unsigned integer)

TheSSNfield contains the SCCP subsystem numberQ.713, T1.112.

3.11.3.2. SubsystemMultiplicity Indicator

TheSubsystem Multiplicity Indicatoris formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x041A | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Reserved | SMI |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheSubsystem Multiplicity Indicatorcontains the following fields:
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Reserved field: 24-bits (coded zero)

Reserved bits are coded zero.

SMI field: 8-bits (unsigned integer)

TheSMIfield contains the SCCP subsystem multiplicity indicator. Valid values for theSMIfield are as follows:

0 Reserved/Unknown
1 Solitary
2 Duplicated
3 Triplicated
4 Quadruplicated

... ...
255 Unspecified

3.11.3.3. CongestionLevel

The Congestion Level parameter is used to indicate the MTP network congestion level or SCCP restricted importance
level and is used in the Network Congestion (SCON) message.

TheCongestion Levelparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x041B | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Congestion Level |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheCongestion Levelparameter contains the following fields:

Congestion Level field: 32-bits (unsigned integer)

The Congestion Level field contains the level at which congestion has occurred.

When the Congestion Level parameter is included in a SCON message that corresponds to an N-PCSTATE request indica-
tion primitive, the Congestion Level field indicates the MTP congestion level experienced by the local or affected sig-
nalling point as indicated by the Affected Point Code(s) also in the SCON message.In this case, valid values for the Con-
gestion Level field are as follows:

0 No Congestion or Undefined
1 Congestion Level 1
2 Congestion Level 2
3 Congestion Level 3

When the Congestion Level parameter is included in a SCON message that corresponds to an N-STATE request or indica-
tion primitive, the Congestion Level field indicates the SCCP restricted importance level experienced by the local or af-
fected subsystem as indicated by the Affected Point Code and Subsystem Number also in the SCON message.In this
case, valid values for the Congestion Level field range from 0 to 7, where 0 indicates the least congested and 7 indicates
the most congested subsystem.

3.11.3.4. User/Cause

TheUser/Causeparameter is used to report the affected user and the cause of the unavailability of the user in aDUPU
message.

TheUser/Causeparameter is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x041C | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Cause | User |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheUser/Causeparameter contains the following fields:

Cause field: 16-bits (unsigned integer)

TheCausefield indicates the cause of the unavailability of the remote user. Valid Causevalues are as follows:

0 Unknown
1 Unequipped Remote User
2 Inaccessible Remote User

User field: 16-bits (unsigned integer)

The User field contains the SI value of the MTP UserQ.704 that is being reported unavailable. For TUA, this is the SI
value of the SCCP (normally SI = 3).The TC-UserMAY ignore theUserfield.

3.11.3.5. Network Appearance

TheNetwork Appearanceparameter is used as a parameter in the Registration Request (REG REQ) message to indicate
the network context in which the remainder of the Routing Key parameters are to be interpreted.TheNetwork Appearance
parameter is also used in the Error (ERR) message in response to a REG REQ message when a received Network Appear-
ance parameter contains an invalid value.

TheNetwork Appearanceparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x041D | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Network Appearance |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheNetwork Appearanceparameter can contain the following fields:

Network Appearance field: 32-bits (unsigned integer)

The Network Appearance field identifies the SS7 network context for the Routing Key. The Network Appearance value is
of local significance only, coordinated between the SG and ASP. Therefore, in the case where the ASP is connected to
more than one SG, the same SS7 Network context may be identified by a different Network Appearance value depending
upon to which SG the ASP is registering.

In the Routing Key, the Network Appearance identifies the SS7 Point Code and Global Title Transaction Type format
used, and the SCCP, TCAP and TC-User protocol (type, variant and version) used within the specific SS7 network.

3.11.3.6. RoutingKey

TheRouting Keyparameter is used in theREG REQmessage to list and identify the Routing Keys that are being regis-
tered.

TheRouting Keyparameter is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x041E | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Local Routing Key Identifier |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
\ \
/ Key parameter(s) /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheRouting Keyparameter can contain the following fields:

Local Routing Key Identifier field: 32-bits (unsigned integer)

TheLocal Routing Key Identifierfield is used to uniquely identify the registration request.The identifier value is assigned
by the ASP and is used to correlate the response in a REG RSP message with the original registration request.The identi-
fier value must remain unique until the REG RSP (or ERR) message is received.

Key field: variable (TLV parameters)

The key field can contain the following parameters:

Parameters
Network Appearance Conditional *1
Tr affic Mode Type Optional
Originating Address Optional
Destination Address Optional
Address Range Optional
Originating Transaction Id Optional
Destination Transaction Id Optional
Tr ansaction Id Range Optional
Application Context Name Optional
User Information Optional

Note 1: The Network Appearance parameterMUST be included in the Routing Key when the ASP is able to register in
multiple SS7 Network contexts.

3.11.3.7. RegistrationResult

The Registration Resultparameter is used to identify and report the result of the registration request for each Routing
Ke y that was requested registered in aREG REQmessage.

TheRegistration Resultparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x041F | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Local Routing Key Identifier |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
| Registration Status |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
| Routing Context |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheRegistration Resultparameter can contain the following fields:

Local Routing Key Identifier field: 32-bit (unsigned integer)
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The Local Routing Key Identifierfield contains the same value as found in the matching Routing Key parameter in the
REG REQmessage.

Registration Status field: 32-bits (unsigned integer)

TheRegistration Statusfield indicates the success or the reason for failure of a registration request.

Its values may be:

0 Successfully Registered
1 Error - Unknown
2 Error - Invalid Destination Address
3 Error - Invalid Network Appearance
4 Error - Invalid Routing Key
5 Error - Permission Denied
6 Error - Cannot Support Unique Routing
7 Error - Routing Key not Currently Provisioned
8 Error - Insufficient Resources
9 Error - Unsupported RK parameter field

10 Error- Unsupported/Invalid Traffic Mode Type

Routing Context field: 32-bits (unsigned integer)

TheRouting Context field contains the Routing Context value for the associated Routing Key if the registration was suc-
cessful. Itis set to "0" if the registration was not successful.

3.11.3.8. Deregistration Result

TheDeregistration Resultparameter is used to identify and report the result of the deregistration request for each Rout-
ing Context that was requested deregistered and aDEREG REQmessage.

The Deregistration Resultparameter contains the deregistration status for a single Routing Context in a DEREG REQ
message. Thenumber of results in a DEREG RSP messageMAY by anywhere from one to the total number of Routing
Context values found in the corresponding REG REQ message.Where multiple DEREG RSP messages are used in reply to
a single DEREG REQ message, a specific resultSHOULD be in only one DEREG RSP message.

TheDeregistration Resultparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0420 | Length = 12 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Routing Context |
+- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -+
| Deregistration Status |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDeregistration Resultparameter can contain the following fields:

Routing Context field: 32-bits (unsigned integer)

TheRouting Context field contains the Routing Context value of the matching Routing Key to deregister, as found in the
DEREG REQmessage.

Deregistration Status field: 32-bits (unsigned integer)

TheDeregistration Statusfield indicates the success or the reason for failure of the deregistration.

Its values may be:
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0 Successfully Deregistered
1 Error - Unknown
2 Error - Invalid Routing Context
3 Error - Permission Denied
4 Error - Not Registered
5 Error - ASP Currently Active for Routing Context

3.11.3.9. Address Range

TheAddress Rangeparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0421 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Address Parameter(s) /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheAddress Rangeparameter can contain the following fields:

Addr ess field: variable (TLV parameters)

TheAddressfield can contain the following parameters:

Parameters
Originating Address Conditional *1
Destination Address Conditional *1

Note 1: The Address field must contain pairs of Originating Addresses or Destination Addresses andMUST contain one
and only one pair of addresses; but, MUST NOT mix Originating Addresses with Destination Addresses in the
same Address field.

3.11.3.10. DestinationTr ansaction Id

TheDestination Transaction Idparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0422 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Destination Transaction Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheDestination Transaction Idparameter can contain the following fields:

Destination Transaction Id field: 32-bits (unsigned integer)

TheDestination Transaction Idfield contains the Destination Transaction Identifier associated with the dialogue.

3.11.3.11. OriginatingTr ansaction Id

TheOriginating Transaction Idparameter is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0423 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Originating Transaction Id |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheOriginating Transaction Idparameter can contain the following fields:

Originating Transaction Id field: 32-bits (unsigned integer)

TheOriginating Transaction Idfield contains the Originating Transaction Identifier associated with the dialogue.

3.11.3.12. Transaction Id Range

TheTr ansaction Id Rangeparameter is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0424 | Length |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
\ \
/ Transaction Id Parameter(s) /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheTr ansaction Id Rangeparameter can contains the following fields:

Tr ansaction Id field: list of 32-bit (unsigned integer)

TheTr ansaction Idfield can contain the following parameters:

Parameters
Originating Transaction Id Optional *1
Destination Transaction Id Optional *1

Note 1: The Transaction Id field must contain pairs of Originating Transaction Ids or Destination Transaction Ids and
MUST contain one and only one pair of Transaction Id parameters; but, MUST NOT mix Originating Transac-
tion Ids with Destination Transaction Ids in the same Transaction Id field.

3.11.3.13. GlobalTi tle

TheGlobal Title parameters is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0425 | Length |
+- - - - - - - -+- - - - - - - -+- - - -+- - - -+- - - - - - - -+
| Num. Digits | Trans. Type | N Plan| E Sch | Nature of Add |
+- - - - - - - -+- - - - - - - -+- - - -+- - - -+- - - - - - - -+
\ \
/ Global Title Address /
\ \
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

TheGlobal Title parameters contains the following fields:

Number of Digits field: 8-bits (unsigned integer)

TheNumber of Digitsfield contains the number of address signals that are represented in theGlobal Title Addressfield.

B. Bidulock Version 0.0 Page 70



Inter net Draft SS7 TCAP-User Adaptation Layer January 10, 2002

Tr anslation Type field: 8-bits (unsigned integer)

TheTr anslation Typefield contains the translation type to be performed on the address information in theGlobal Title pa-
rameter. This is a TCAP protocol-variant-specific value. Examplevalid values for ITUQ.713are as follows:

0 unknown
1 −  63 international services

128 − 254 national network specific

Numbering Plan field: 4-bits (unsigned integer)

TheNumbering Planfield contains the numbering plan to which the address information contained in theGlobal Title Ad-
dressfield belongs.This is a TCAP protocol-variant-specific value. Examplevalid values for ITUQ.713are as follows:

0 unknown
1 ISDN/telephony numbering plan (E.163 and E.164)
2 generic numbering plan
3 data numbering plan (X.121)
4 telex numbering plan (F.69)
5 maritime mobile numbering plan (E.210, E.211)
6 land mobile numbering plan (E.212)
7 ISDN/mobile numbering plan (E.214)

14 private network or network-specific numbering plan

Encoding Scheme field: 4-bits (unsigned integer)

The Encoding Schemefield contains the format for the address information contained in theGlobal Title Addressfield.
This is a TCAP protocol-variant-specific value. Examplevalid values for ITUQ.713are as follows:

0 unknown
1 BCD, odd number of digits
2 BCD, even number of digits
3 national specific

Nature of Address field: 8-bits (unsigned integer)

TheNature of Addressfield contains an indication of the nature of the information represented in theGlobal Title Address
field. Thisis a TCAP protocol-variant-specific value. Examplevalid values for ITUQ.713are as follows:

0 unknown
1 subscriber number
2 reserved for national use
3 national significant number
4 international number

Global Title Addr ess field: variable length (bytes)

TheGlobal Title Digits field contains the global title address information.This information is formatted according to the
Encoding Scheme, belongs to the Numbering Plan, has the Nature of Address, and contains the Number of Digits.When
the encoding scheme is BCD, the Global Title Digits field is formatted as follows:
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0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Dig 2 | Dig 1 | Dig 4 | Dig 3 | Dig 6 | Dig 5 | Dig 8 | Dig 7 |
+- - - -+- - - -+- - - -+- - - -+- - - -+- - - -+- - - -+- - - -+
| Dig 10| Dig 9 | ... | ... | ... | ... | ... | ... |
+- - - -+- - - -+- - - -+- - - -+- - - -+- - - -+- - - -+- - - -+
\ . \
/ . /
\ . \
/ /
+- - - - - - - -+- - - -+- - - -+- - - -+- - - -+- - - -+- - - -+
| |filler | Dig n | ... | ... | ... | ... |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Where each digit is coded as follows:

0x0 digit0
0x1 digit1
0x2 digit2
0x3 digit3
0x4 digit4
0x5 digit5
0x6 digit6
0x7 digit7
0x8 digit8
0x9 digit9
0xA spare
0xB code11
0xC code12
0xD spare
0xE spare
0xF ST

When the Encoding Scheme is not "BCD," both the TUA layer at the ASP and the TUA layer at the SG should treat the
Global Title Address as opaque.

3.11.3.14. Point Code

ThePoint Codeparameters is formatted as follows:
0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Tag = 0x0426 | Length = 8 |
+- - - - - - - - - - - - - - - -+- - - - - - - - - - - - - - - -+
| Point Code |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

ThePoint Codeparameters contains the following fields:

Point Code field: 32-bits (unsigned integer)

ThePoint Codefield contains an SS7 signalling point code.Point codes that are less than 32-bits are padded on the left to
the 32-bit boundary. The following examples show ANSI and ITU-T point codes:

ANSI 24-bit Point Code:

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|0 0 0 0 0 0 0 0| Network | Cluster | Member |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|MSB-----------------------------------------LSB|
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ITU-T 14-bit Point Code:

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0|Zone | Region | SP |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|MSB---------------------LSB|

4. Procedures

The TUA layer needs to respond to various local primitives it receives from other layers as well as the messages that it
receives from the peer TUA layer. This section describes the TUA procedures in response to these events.

4.1. Procedures to Support the TC-User

4.1.1. Receiptof Primiti ves from the TC-User

Upon receiving a TC request or response primitive from the upper layer at an ASP or IPSP, the TUA layer sends a corre-
sponding TUA Dialogue Handling (DH) or Component Handling (CH) message (see Section 3) to its TUA peer. The TUA
peer receiving the DH or CH message delivers the corresponding TC primitive to the TC-User at the IPSP or Nodal Inter-
working Function at the SG as illustrated inFigure 4. The mapping of TC primitives to TUA DH Messages is listed inTable
2, and the CH Messages inTable 3(see Section 1.6.1).

4.1.2. Receiptof Primiti ves from TCAP

Upon receiving a TC indication or confirmation primitive from TCAP at an SG, the Nodal Interworking Function passes
the primitive to TUA. The TUA layer sends a corresponding TUA Dialogue Handling (DH) or Component Handling (CH)
message (see Section 3) to its TUA peer at the ASP.

The TUA peer receiving the DH or CH message delivers the corresponding TC primitive to the TC-User at the ASP as
illustrated inFigure 5. The mapping of TC primitives to TUA DH Messages is listed inTable 2, and the CH Messages in
Table 3(see Section 1.6.1).

TUA TUA

TC-User

Networ k Interwor king
Function

TUA TUA

TC-User TC-User

TC-User
Boundar y

TC-User
Boundar y

SCTP Association SCTP Association

SS7

SG ASP IPSP IPSP

Figure 4. TUA Layer Model
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The TUA Transaction Mapping Function (see Section)

For TC-BEGIN indications, the TUA Transaction Mapping Function (TMF) determines the Application Server (AS)
based on comparing the address and dialogue portion information in the primitive with a provisioned Routing Key.

From the list of ASPs within an AS table, an ASP in the ASP-ACTIVE state is selected and a TQRY message is con-
structed and issued on the corresponding SCTP association.The TUA at the SG is also responsible for assigning and man-
aging a Dialogue Identifier which is sent to the ASP in the TQRY message to identify the newly created dialogue to the ASP.
Information associated with the dialogue is stored in the SG in an implementation dependent manner; however, the SG must
be capable of associating further TUA messages with the correct Dialogue at the SG.The SG will have to access this stored
information to continue processing the dialogue.

The TUA Transaction Mapping Function (TMF) determines the Application Server (AS) based on comparing the infor-
mation in the primitive with a provisioned Routing Key.

4.1.2.1. Receiptof Management Primitives from TCAP

When TCAP Management indications are received (N-STATE, N-PCSTATE, N-COORD), TCAP Management deter-
mines whether there are concerned local TC-Users.When these local TC-Users are in fact Application Servers, serviced by
ASPs, TUA management is transparently informed with the N-STATE, N-PCSTATE, N-COORD indication primitive upon
which it formats and transfers the applicable SSNM message (DUNA, DAVA , DRST, DUPU or SCON) to the list of con-
cerned ASPs.

The TUA message distribution function determines the Application Server (AS) based on comparing the information in
the TC-BEGIN, TC-CONTINUE, TC-END, or TC-ABORT primitive with a provisioned Routing Key.

From the list of ASPs within the AS table, an ASP in the ASP-ACTIVE state is selected and Dialogue Handling (DH)
and Component Handling (CH) messages are constructed and issued on the corresponding SCTP association.If more than
one ASP is in the ASP-ACTIVE state (i.e., traffic is to be load-shared across more than one ASP), one of the ASPs in the
ASP-ACTIVE state is selected from the list.(If the ASPs are in Broadcast Mode, all active ASPs will be selected and the
message sent to each of the active ASPs.) Theselection algorithm is implementation dependent but could, for example, be
round robin or based on the SLS.The appropriate selection algorithm must be chosen carefully as it is dependent on appli-
cation assumptions and understanding of the degree of state coordination between the ASP-ACTIVE ASPs in the AS.

In addition, the message needs to be sent on the appropriate SCTP stream, again taking care to meet the message se-
quencing needs of the signalling application.Dialogue Handling (DH) and Component Handling (CH) messagesSHOULD
be sent on an SCTP stream other than stream ‘0’.

When there is no Routing Key match, or only a partial match, for an incoming SS7 message, a default treatmentMAY
be specified.Possible solutions are to provide a default Application Server at the SGP that directs all unallocated traffic to a
(set of) default ASP(s), or to drop the message and provide a notification to Layer Management in an M-ERROR indication
primitive. The treatment of unallocated traffic is implementation dependent.

4.1.3. Receiptof Primiti ve from the Layer Management

On receiving primitives from the local Layer Management, the TUA layer will take the requested action and provide an
appropriate response primitive to Layer Management.

An M-SCTP_ESTABLISH request primitive from Layer Management at an ASP or IPSP will initiate the establishment
of an SCTP association.The TUA layer will attempt to establish an SCTP association with the remote TUA peer by sending
an SCTP-ASSOCIATE primitive to the local SCTP layer.

When an SCTP association has been successfully established, the SCTP will send an SCTP-COMMUNICATION_UP
notification primitive to the local TUA layer. At the SGP or IPSP that initiated the request, the TUA layer will send an M-
SCTP_ESTABLISH confirm primitive to Layer Management when the association setup is complete.At the peer TUA
layer, an M-SCTP_ESTABLISH indication primitive is sent to Layer Management upon successful completion of an incom-
ing SCTP association setup.
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An M-SCTP_RELEASE request primitive from Layer Management initiates the shutdown of an SCTP association.The
TUA layer accomplishes a graceful shutdown of the SCTP association by sending an SCTP-SHUTDOWN primitive to the
SCTP layer.

When the graceful shutdown of the SCTP association has been accomplished, the SCTP layer returns an SCTP-SHUT-
DOWN_COMPLETE notification primitive to the local TUA layer. At the TUA Layer that initiated the request, the TUA
layer will send an M-SCTP_RELEASE confirm primitive to Layer Management when the association shutdown is complete.
At the peer TUA Layer, an M-SCTP_RELEASE indication primitive is sent to Layer Management upon abort or successful
shutdown of an SCTP association.

An M-SCTP_STATUS request primitive supports a Layer Management query of the local status of a particular SCTP
association. TheTUA layer simply maps the M-SCTP_STATUS request primitive to an SCTP-STATUS primitive to the
SCTP layer. When the SCTP responds, the TUA layer maps the association status information to an M-SCTP_STATUS
confirm primitive. No peer protocol is invoked.

Similar LM-to-TUA-to-SCTP and SCTP-to-TUA-to-LM primitive mappings can be described for the various other
SCTP Upper Layer primitives in RFC 2960 [2960] such as INITIALIZE, SET PRIMARY, CHANGE HEARTBEAT, RE-
QUEST HEARTBEAT, GET SRTT REPORT, SET FAILURE THRESHOLD, SET PROT OCOL PARAMETERS, DE-
STROY SCTP INSTANCE, SEND FAILURE, AND NETWORK STATUS CHANGE. Alternatively, these SCTP Upper
Layer primitives (and Status as well) can be considered for modeling purposes as a Layer Management interaction directly
with the SCTP Layer.

M-NOTIFY indication and M-ERROR indication primitives indicate to Layer Management the notification or error in-
formation contained in a received TUA Notify or Error message respectively. These indications can also be generated based
on local TUA events.

An M-ASP_STATUS request primitive supports a Layer Management query of the status of a particular local or remote
ASP. The TUA layer responds with the status in an M-ASP_STATUS confirm primitive. No TUA peer protocol is invoked.
An M-AS_STATUS request supports a Layer Management query of the status of a particular AS.The TUA responds with
an M-AS_STATUS confirm primitive. No TUA peer protocol is invoked.

M-ASP_UP request, M-ASP_DOWN request, M-ASP_ACTIVE request and M- ASP_INACTIVE request primitives al-
low Layer Management at an ASP to initiate state changes.Upon successful completion, a corresponding confirm primitive
is provided by the TUA layer to Layer Management.If an invocation is unsuccessful, an Error indication primitive is pro-
vided in the primitive. These requests result in outgoing ASP Up, ASP Down, ASP Active and ASP Inactive messages to
the remote TUA peer at an SGP or IPSP.

4.2. Procedures to Support the Management of SCTP Associations

4.2.1. Receiptof TUA Peer Management Messages

Upon successful state changes resulting from reception of ASP Up, ASP Down, ASP Active and ASP Inactive messages
from a peer TUA, the TUA layer MAY invoke corresponding M-ASP_UP, M-ASP_DOWN, M-ASP_ACTIVE and M-
ASP_INACTIVE, M-AS_ACTIVE, M-AS_INACTIVE, and M-AS_DOWN indication primitives to the local Layer Man-
agement.

M-NOTIFY indication and M-ERROR indication primitives indicate to Layer Management the notification or error in-
formation contained in a received TUA Notify or Error message.These indications can also be generated based on local
TUA events.

All MGMT, ASPSM, ASPTM and RKM messages, except BEAT and BEAT Ack, SHOULD be sent with sequenced
delivery to ensure ordering.All MGMT, ASPSM and RKM messages, with the exception of BEAT and BEAT Ack mes-
sagesMUST be sent on SCTP stream ’0’.ASPTM messagesMAY be sent on one of the streams used to carry data traffic
related to the Routing Context(s), to minimize possible message loss.BEAT and BEAT Ack messagesMAY be sent using
out-of-order delivery, andMAY be sent on any stream.
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4.3. ASand ASP State Maintenance

The TUA layer on the SGP maintains the state of each remote ASP, in each Application Server that the ASP is config-
ured to receive traffic, as input to the TUA message distribution function. Similarly, where IPSPs use TUA in a point-to-
point fashion, the TUA layer in an IPSP maintains the state of remote IPSPs.For the purposes of the following procedures,
only the SGP and ASP case is described but the SGP side of the procedures also apply to an IPSP sending traffic to an AS
consisting of a set of remote IPSPs.

4.3.1. ASPStates

The state of each remote ASP, in each AS that it is configured to operate, is maintained in the TUA layer in the SGP.
The state of a particular ASP in a particular AS changes due to events. Theev ents include:

• reception of messages from the peer TUA layer at the ASP;
• reception of some messages from the peer TUA layer at other ASPs in the AS (e.g, ASP Active message indicating

"Override");
• reception of indications from the SCTP layer; or,
• Local Management intervention.

The ASP state transition diagram is shown in Figure 5. The possible states of an ASP are:

ASP-DOWN: Theremote TUA peer at the ASP is unavailable or the related SCTP association is down. Initially all ASPs
will be in this state.An ASP in this stateSHOULD NOT be sent any TUA messages, with the exception
of Heartbeat, ASP Down Ack and Error messages.

ASP-INACTIVE:
The remote TUA peer at the ASP is available (and the related SCTP association is up) but application traf-
fic is stopped.In this state, the ASPSHOULD NOT be sent any DH, CH or SSNM messages for the AS
for which the ASP is inactive.

ASP-ACTIVE: Theremote TUA peer at the ASP is available and application traffic is active (for a particular Routing Con-
text or set of Routing Contexts).

SCTP CDI: The SCTP CDI denotes the local SCTP layer’s Communication Down Indication to the Upper Layer Proto-
col (TUA) on an SGP. The local SCTP layer will send this indication when it detects the loss of

ASP-ACTIVE

ASP-INACTIVE

ASP-DOWN

ASP Active ASP Inactive

ASP Up

ASP Down
SCTP CDI

SCTP RI

ASP Down
SCTP CDI
SCTP RI

Other
ASP in AS
Overr ides

Figure 5. ASP State Transition Diagram (Per AS)
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connectivity to the ASPs peer SCTP layer. SCTP CDI is understood as either a SHUTDOWN_COM-
PLETE notification or COMMUNICATION_LOST notification from the SCTP layer.

SCTP RI: The local SCTP layer’s Restart indication to the upper layer protocol (TUA) on an SG.The local SCTP
will send this indication when it detects a restart from the ASPs peer SCTP layer.

4.3.2. ASStates

The state of the AS is maintained in the TUA layer on the SGP. The state of an AS changes due to events. Theseev ents
include:

• ASP state transitions
• Recovery timer triggers

The possible states of an AS are:

AS-DOWN: TheApplication Server is unavailable. Thisstate implies that all related ASPs are in the ASP-DOWN state
for this AS. Initially the AS will be in this state.An Application Server is in the AS-DOWN state when it
is removed from a configuration.

AS-INACTIVE: TheApplication Server is available but no application traffic is active (i.e., one or more related ASPs are in
the ASP-INACTIVE state, but none in the ASP-ACTIVE state). The recovery timer T(r) is not running or
has expired.

AS-ACTIVE: TheApplication Server is available and application traffic is active. This state implies that at least one ASP
is in the ASP-ACTIVE state.

AS-PENDING: Anactive ASP has transitioned to ASP-INACTIVE or ASP-DOWN and it was the last remaining active
ASP in the AS. A recovery timer T(r) SHOULD be started and all incoming signalling messages
SHOULD be queued by the SGP. If an ASP becomes ASP-ACTIVE before T(r) expires, the AS is moved
to the AS-ACTIVE state and all the queued messages will be sent to the ASP.

If T(r) expires before an ASP becomes ASP-ACTIVE, and the SGP has no other alternative, the SGP may stop queuing
messages and discard all previously queued messages.The AS will move to the AS-INACTIVE state if at least one ASP is
in ASP-INACTIVE state, otherwise it will move to AS-DOWN state.

Figure 6shows an example AS state machine for the case where the AS data is pre-configured.For other cases where
the ASP configuration data is created dynamically, there would be differences in the state machine, especially at creation of
the AS.

For example, where the AS configuration data is not created until Registration of the first ASP, the AS-INACTIVE state
is entered directly upon the first successful REG REQ from an ASP. Another example is where the AS configuration data is
not created until the first ASP successfully enters the ASP-ACTIVE state. In this case the AS-ACTIVE state is entered di-
rectly.

4.3.2.1. IPSPConsiderations

The AS state diagram for the AS-SG case is applicable for IPSP communication.

4.3.3. TUA M anagement Procedures for Primiti ves

Before the establishment of an SCTP association the ASP state at both the SGP and ASP is assumed to be in the state
ASP-DOWN.

Once the SCTP association is established (see Section 4.2.1) and assuming that the local TC-User is ready, the local
TUA ASP Maintenance (ASPM) function will initiate the relevant procedures, using the ASP Up, ASP Down, ASP Active
and ASP Inactive messages to convey the ASP state to the SGP (see Section 4.3.4).
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Figure 6. AS State Transition Diagram

If the TUA layer subsequently receives an SCTP-COMMUNICATION_DOWN or SCTP-RESTART indication primi-
tive from the underlying SCTP layer, it will inform the Layer Management by invoking the M-SCTP_STATUS indication
primitive. The state of the ASP will be moved to ASP-DOWN.

At an ASP, the TC-User will be informed of the unavailability of any affected SS7 destination through the use of N-PC-
STATE indication primitives.

In the case of SCTP-COMMUNICATION_DOWN, the SCTP clientMAY try to re-establish the SCTP association.
This MAY be done by the TUA layer automatically, or Layer ManagementMAY re-establish using the M- SCTP_ESTAB-
LISH request primitive.

In the case of an SCTP-RESTART indication at an ASP, the ASP is now considered by its TUA peer to be in the ASP-
DOWN state.The ASP, if i t is to recover, must begin any recovery with the ASP-Up procedure.

4.3.4. ASPMProcedures for Peer-to-Peer Messages

4.3.4.1. ASPUp Procedures

After an ASP has successfully established an SCTP association to an SGP, the SGP waits for the ASP to send an ASP
Up message, indicating that the ASP TUA peer is available. TheASP is always the initiator of the ASP Up message.This
actionMAY be initiated at the ASP by an M-ASP_UP request primitive from Layer Management orMAY be initiated auto-
matically by an TUA management function.

When an ASP Up message is received at an SGP and internally the remote ASP is in the ASP-DOWN state and not con-
sidered locked-out for local management reasons, the SGP marks the remote ASP in the state ASP-INACTIVE and informs
Layer Management with an M-ASP_Up indication primitive. If the SGP is aware, via current configuration data, which Ap-
plication Servers the ASP is configured to operate in, the SGP updates the ASP state to ASP-INACTIVE in each AS that it is
a member.

Alternatively, the SGP may move the ASP into a pool of Inactive ASPs available for future configuration within Appli-
cation Server(s), determined in a subsequent Registration Request or ASP Active procedure. Ifthe ASP Up message con-
tains an ASP Identifier, the SGP should save the ASP Identifier for that ASP. The SGPMUST send an ASP Up Ack mes-
sage in response to a received ASP Up message even if the ASP is already marked as ASP-INACTIVE at the SGP.

B. Bidulock Version 0.0 Page 78



Inter net Draft SS7 TCAP-User Adaptation Layer January 10, 2002

If for any local reason (e.g, management lock-out) the SGP cannot respond with an ASP Up Ack message, the SGP re-
sponds to an ASP Up message with an Error message with Reason "Refused - Management Blocking".

At the ASP, the ASP Up Ack message received is not acknowledged. LayerManagement is informed with an M-
ASP_UP confirm primitive.

When the ASP sends an ASP Up message it starts timer T(ack).If the ASP does not receive a response to an ASP Up
message within T(ack), the ASPMAY restart T(ack) and resend ASP Up messages until it receives an ASP Up Ack mes-
sage. T(ack)is provisionable, with a default of 2 seconds.Alternatively, retransmission of ASP Up messagesMAY be put
under control of Layer Management.In this method, expiry of T(ack) results in an M-ASP_UP confirm primitive carrying a
negative indication.

The ASP must wait for the ASP Up Ack message before sending any other TUA messages (e.g, ASP Active or REG
REQ). If the SGP receives any other TUA messages before ASPUP message is received (other than ASPDN - see Section
4.3.4.2), the SGPSHOULD discard them.

If an ASP Up message is received and internally the remote ASP is in the ASP-ACTIVE state, an ASP Up Ack message
is returned, as well as an Error message ("Unexpected Message), and the remote ASP state is changed to ASP-INACTIVE in
all relevant Application Servers.

If an ASP Up message is received and internally the remote ASP is already in the ASP-INACTIVE state, an ASP Up
Ack message is returned and no further action is taken.

4.3.4.1.1. TUA Version Control

If an ASP Up message with an unsupported version is received, the receiving end responds with an Error message, indi-
cating the version the receiving node supports and notifies Layer Management.

This is useful when protocol version upgrades are being performed in a network. A node upgraded to a newer version
should support the older versions used on other nodes it is communicating with.Because ASPs initiate the ASP Up proce-
dure it is assumed that the Error message would normally come from the SGP.

4.3.4.1.2. IPSPConsiderations

An IPSP may be considered in the ASP-INACTIVE state after and ASPUP or ASPUP Ack has been received from it.
An IPSP can be considered in the ASP-DOWN state after an ASPDN or ASPDN Ack has been received from it. The IPSP
may inform Layer Management of the change in state of the remote IPSP using M-ASP_UP or M-ASP_DN indication or
confirmation primitives.

Alternatively, an interchange of ASPUP messages from each end can be performed.This option follows the ASP state
transition diagram.It would need four messages for completion.

If for any local reason (e.g, management lock-out) and IPSP cannot respond to an ASP Up message with an ASP Up
Ack message, it responds to an ASP Up message with an Error message with Reason "Refused - Management Blocking" and
leaves the remote IPSP in the ASP-DOWN state.

4.3.4.2. ASPDown Procedures

The ASP will send an ASP Down message to an SGP when the ASP wishes to be removed from service in all Applica-
tion Servers that it is a member and no longer receive any DAT A, SSNM or ASPTM messages.This actionMAY be initi-
ated at the ASP by an M-ASP_DOWN request primitive from Layer Management orMAY be initiated automatically by an
TUA management function.

Whether the ASP is permanently removed from any AS is a function of configuration management.Whenever the ASP
previously used the Registration procedures (see Section 4.4.1) to register within Application Servers but has not deregis-
tered from all of them prior to sending the ASP Down message, the SGPMUST consider the ASP as Deregistered in all Ap-
plication Servers that it is still a member.
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The SGP marks the ASP as ASP-DOWN, informs Layer Management with an M-ASP_Down indication primitive, and
returns an ASP Down Ack message to the ASP.

The SGPMUST send an ASP Down Ack message in response to a received ASP Down message from the ASP even if
the ASP is already marked as ASP-DOWN at the SGP.

At the ASP, the ASP Down Ack message received is not acknowledged. LayerManagement is informed with an M-
ASP_DOWN confirm primitive. If the ASP receives an ASP Down Ack without having sent an ASP Down message, the
ASP should now consider itself as in the ASP-DOWN state. If the ASP was previously in the ASP-ACTIVE or ASP_IN-
ACTIVE state, the ASP should then initiate procedures to return itself to its previous state.

When the ASP sends an ASP Down message it starts timer T(ack).If the ASP does not receive a response to an ASP
Down message within T(ack), the ASPMAY restart T(ack) and resend ASP Down messages until it receives an ASP Down
Ack message.T(ack) is provisionable, with a default of 2 seconds.Alternatively, retransmission of ASP Down messages
MAY be put under control of Layer Management.In this method, expiry of T(ack) results in an M-ASP_DOWN confirm
primitive carrying a negative indication.

4.3.4.3. ASPActive Procedures

Anytime after the ASP has received an ASP Up Ack message from the SGP or IPSP, the ASPMAY send an ASP Active
message to the SGP indicating that the ASP is ready to start processing traffic. ThisactionMAY be initiated at the ASP by
an M-ASP_ACTIVE request primitive from Layer Management orMAY be initiated automatically by an TUA management
function. Whenever an ASP wishes to process the traffic for more than one Application Server across a common SCTP as-
sociation, the ASP Active message(s)SHOULD contain a list of one or more Routing Contexts to indicate for which Appli-
cation Servers the ASP Active message applies.It is not necessary for the ASP to include all Routing Contexts of interest in
a single ASP Active message, thus requesting to become active in all Routing Contexts at the same time.Multiple ASP Ac-
tive messagesMAY be used to activate within the Application Servers independently, or in sets. Whenever an ASP Active
message does not contain a Routing Context parameter, the receiver must know, via configuration data, which Application
Server(s) the ASP is a member.

For the Application Servers that the ASP can successfully activate, the SGP or IPSP responds with one or more ASP
Active Ack messages, including the associated Routing Context(s) and reflecting any Traffic Mode Type values present in
the related ASP Active message. TheRouting Context parameterMUST be included in the ASP Active Ack message(s) if
the received ASP Active message contained any Routing Contexts. Dependingon any Traffic Mode Type request in the ASP
Active message or local configuration data if there is no request, the SGP moves the ASP to the correct ASP traffic state
within the associated Application Server(s). LayerManagement is informed with an M-ASP_Active indication. Ifthe SGP
or IPSP receives any Data messages before an ASP Active message is received, the SGP or IPSPMAY discard them.By
sending an ASP Active Ack message, the SGP or IPSP is now ready to receive and send traffic for the related Routing Con-
text(s). TheASP SHOULD NOT send Data messages for the related Routing Context(s) before receiving an ASP Active
Ack message, or it will risk message loss.

Multiple ASP Active Ack messagesMAY be used in response to an ASP Active message containing multiple Routing
Contexts, allowing the SGP or IPSP to independently acknowledge the ASP Active message for different (sets of) Routing
Contexts. TheSGP or IPSPMUST send an Error message ("Invalid Routing Context") for each Routing Context value that
cannot be successfully activated.

Whenever an "out-of-the-blue" ASP Active message is received (i.e., the ASP has not registered with the SG or the SG
has no static configuration data for the ASP), the messageMAY be silently discarded.

The SGPMUST send an ASP Active Ack message in response to a received ASP Active message from the ASP, if the
ASP is already marked in the ASP-ACTIVE state at the SGP.

At the ASP, the ASP Active Ack message received is not acknowledged. LayerManagement is informed with an M-
ASP_ACTIVE confirm primitive. It is possible for the ASP to receive Data message(s) before the ASP Active Ack message
as the ASP Active Ack and Data messages from an SG or IPSP may be sent on different SCTP streams.Message loss is
possible, as the ASP does not consider itself in the ASP-ACTIVE state until reception of the ASP Active Ack message.
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When the ASP sends an ASP Active message it starts timer T(ack).If the ASP does not receive a response to an ASP
Active message within T(ack), the ASPMAY restart T(ack) and resend ASP Active messages until it receives an ASP Ac-
tive Ack message.T(ack) is provisionable, with a default of 2 seconds.Alternatively, retransmission of ASP Active mes-
sagesMAY be put under control of Layer Management.In this method, expiry of T(ack) results in an M-ASP_ACTIVE
confirm primitive carrying a negative indication.

There are three modes of Application Server traffic handling in the SGP TUA layer: Override, Load-share and Broad-
cast. Whenincluded, the Traffic Mode Type parameter in the ASP Active message indicates the traffic-handling mode to be
used in a particular Application Server. If the SGP determines that the mode indicated in an ASP Active message is unsup-
ported or incompatible with the mode currently configured for the AS, the SGP responds with an Error message ("Unsup-
ported/Invalid Traffic Handling Mode"). If the traffic- handling mode of the Application Server is not already known via
configuration data, then the traffic-handling mode indicated in the first ASP Active message causing the transition of the Ap-
plication Server state to AS-ACTIVE MAY be used to set the mode.

In the case of an Override mode AS, reception of an ASP Active message at an SGP causes the (re)direction of all traffic
for the AS to the ASP that sent the ASP Active message. Any previously active ASP in the AS is now considered to be in
state ASP-INACTIVE andSHOULD no longer receive traffic from the SGP within the AS.The SGP or IPSP thenMUST
send a Notify message ("Alternate ASP Active") to the previously active ASP in the AS, andSHOULD stop traffic to or
from that ASP. The ASP receiving this Notify MUST consider itself now in the ASP-INACTIVE state, if it is not already
aw are of this via inter- ASP communication with the Overriding ASP.

In the case of a Load-share mode AS, reception of an ASP Active message at an SGP or IPSP causes the direction of
traffic to the ASP sending the ASP Active message, in addition to all the other ASPs that are currently active in the AS. The
algorithm at the SGP for load-sharing traffic within an AS to all the active ASPs is implementation dependent.The algo-
rithm could, for example, be round robin or based on information in the Data message (e.g, the SLS or SSN).

An SGP or IPSP, upon reception of an ASP Active message for the first ASP in a Load-share AS,MAY choose not to
direct traffic to a newly active ASP until it determines that there are sufficient resources to handle the expected load (e.g, un-
til there are "n" ASPs in state ASP-ACTIVE in the AS).

All ASPs within a load-sharing mode AS must be able to process any Data message received for the AS, to accommo-
date any potential fail-over or re-balancing of the offered load.

In the case of a Broadcast mode AS, reception of an ASP Active message at an SGP or IPSP causes the direction of traf-
fic to the ASP sending the ASP Active message, in addition to all the other ASPs that are currently active in the AS. The al-
gorithm at the SGP for broadcasting traffic within an AS to all the active ASPs is a simple broadcast algorithm, where every
message is sent to each of the active ASPs. AnSGP or IPSP, upon reception of an ASP Active message for the first ASP in a
Broadcast AS,MAY choose not to direct traffic to a newly active ASP until it determines that there are sufficient resources
to handle the expected load (e.g, until there are "n" ASPs in state ASP-ACTIVE in the AS).

Whenever an ASP in a Broadcast mode AS becomes ASP-ACTIVE, the SGPMUST tag the first DAT A message broad-
cast in each SCTP stream with a unique Correlation Id parameter. The purpose of this Correlation Id is to permit the newly
active ASP to synchronize it’s processing of traffic in each ordered stream with the other ASPs in the broadcast group.

4.3.4.3.1. IPSPConsiderations

Either of the IPSPs can initiate communication.When an IPSP receives an ASP Active, it should mark the peer as ASP-
ACTIVE and return an ASP Active Ack message.An ASP receiving an ASP Active Ack message may mark the peer as
ASP-Active, if i t is not already in the ASP- ACTIVE state.

Alternatively, an interchange of ASPAC messages from each end can be performed.This option follows the ASP state
transition diagram and gives the additional advantage of selecting a particular AS to be activated from each end.It is espe-
cially useful when an IPSP is serving more than one AS.It would need four messages for completion.

4.3.4.4. ASPInactive Procedures

When an ASP wishes to withdraw from receiving traffic within an AS, the ASP sends an ASP Inactive message to the
SGP or IPSP. This action MAY be initiated at the ASP by an M-ASP_INACTIVE request primitive from Layer
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Management orMAY be initiated automatically by an TUA management function.Whenever an ASP is processing the traf-
fic for more than one Application Server across a common SCTP association, the ASP Inactive message contains one or
more Routing Contexts to indicate for which Application Servers the ASP Inactive message applies.Whenever an ASP In-
active message does not contain a Routing Context parameter, the receiver must know, via configuration data, which Appli-
cation Servers the ASP is a member and move the ASP to the ASP-INACTIVE state in each all Application Servers. Inthe
case of an Override mode AS, where another ASP has already taken over the traffic within the AS with an ASP Active
("Override") message, the ASP that sends the ASP Inactive message is already considered by the SGP to be in state ASP-IN-
ACTIVE. An ASP Inactive Ack message is sent to the ASP, after ensuring that all traffic is stopped to the ASP.

In the case of a Load-share mode AS, the SGP moves the ASP to the ASP-INACTIVE state and the AS traffic is re-allo-
cated across the remaining ASPs in the state ASP-ACTIVE, as per the load-sharing algorithm currently used within the AS.
A Notify message ("Insufficient ASP resources active in AS") MAY be sent to all inactive ASPs, if required.An ASP Inac-
tive Ack message is sent to the ASP after all traffic is halted and Layer Management is informed with an M-ASP_IN-
ACTIVE indication primitive.

In the case of a Broadcast mode AS, the SGP moves the ASP to the ASP- INACTIVE state and the AS traffic is broad-
cast only to the remaining ASPs in the state ASP-ACTIVE. A Notify message ("Insufficient ASP resources active in AS")
MAY be sent to all inactive ASPs, if required.An ASP Inactive Ack message is sent to the ASP after all traffic is halted and
Layer Management is informed with an M-ASP_INACTIVE indication primitive.

Multiple ASP Inactive Ack messagesMAY be used in response to an ASP Inactive message containing multiple Rout-
ing Contexts, allowing the SGP or IPSP to independently acknowledge for different (sets of) Routing Contexts. TheSGP or
IPSP sends an Error message ("Invalid Routing Context") message for each invalid or unconfigured Routing Context value
in a received ASP Inactive message.

The SGPMUST send an ASP Inactive Ack message in response to a received ASP Inactive message from the ASP and
the ASP is already marked as ASP-INACTIVE at the SGP.

At the ASP, the ASP Inactive Ack message received is not acknowledged. LayerManagement is informed with an M-
ASP_INACTIVE confirm primitive. If the ASP receives an ASP Inactive Ack without having sent an ASP Inactive message,
the ASP should now consider itself as in the ASP-INACTIVE state. If the ASP was previously in the ASP-ACTIVE state,
the ASP should then initiate procedures to return itself to its previous state.When the ASP sends an ASP Inactive message
it starts timer T(ack).If the ASP does not receive a response to an ASP Inactive message within T(ack), the ASPMAY
restart T(ack) and resend ASP Inactive messages until it receives an ASP Inactive Ack message.T(ack) is provisionable,
with a default of 2 seconds.Alternatively, retransmission of ASP Inactive messagesMAY be put under control of Layer
Management. Inthis method, expiry of T(ack) results in a M-ASP_Inactive confirm primitive carrying a negative indication.

If no other ASPs in the Application Server are in the state ASP- ACTIVE, the SGPMUST send a Notify message ("AS-
Pending") to all of the ASPs in the AS which are in the state ASP-INACTIVE. The SGPSHOULD start buffering the in-
coming messages for T(r) seconds, after which messagesMAY be discarded.T(r) is configurable by the network operator.
If the SGP receives an ASP Active message from an ASP in the AS before expiry of T(r), the buffered traffic is directed to
that ASP and the timer is canceled.If T(r) expires, the AS is moved to the AS-INACTIVE state.

4.3.4.4.1. IPSPConsiderations

An IPSP may be considered in the ASP-INACTIVE state by a remote IPSP after an ASP Inactive or ASP Inactive Ack
message has been received from it.

Alternatively, an interchange of ASPIA messages from each end can be performed.This option follows the ASP state
transition diagram and gives the additional advantage of selecting a particular AS to be deactivated from each end.It is es-
pecially useful when an IPSP is serving more than one AS.It would need four messages for completion.

4.3.4.5. NotifyProcedures

A Notify message reflecting a change in the AS stateMUST be sent to all ASPs in the AS, except those in the ASP-
DOWN state, with appropriate Status Information and any ASP Identifier of the failed ASP. At the ASP, Layer Management
is informed with an M- NOTIFY indication primitive. The Notify message must be sent whether the AS state change was a
result of an ASP failure or reception of an ASP State management (ASPSM) or ASP Traffic Management (ASPTM)
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message. Inthe second case, the Notify messageMUST be sent after any ASP State or Traffic Management related ac-
knowledgments messages (e.g, ASP Up Ack, ASP Down Ack, ASP Active Ack, or ASP Inactive Ack).

Whenever a Notify ("AS-PENDING") message is sent by an SGP that now has no ASPs active to service the traffic, or
where a Notify ("Insufficient ASP resources active in AS") messageMUST be sent in the Load-share or Broadcast mode,
the Notify message does not explicitly compel the ASP(s) receiving the message to become active. The ASPs remain in
control of what (and when) traffic action is taken.

Whenever a Notify message does not contain a Routing Context parameter, the receiver must know, via configuration
data, of which Application Servers the ASP is a member and take the appropriate action in each AS.

4.3.4.5.1. IPSPConsiderations (NTFY)

Notify works in the same manner as in the SG-AS case.One of the IPSPs can send this message to any remote IPSP
that is not in the ASP-DOWN state.

4.3.4.6. HeartbeatProcedures

The optional Heartbeat proceduresMAY be used when operating over transport layers that do not have their own heart-
beat mechanism for detecting loss of the transport association (i.e., other than SCTP).

Either TUA peer may optionally send Heartbeat messages periodically, subject to a provisionable timer T(beat).Upon
receiving a Heartbeat message, the TUA peerMUST respond with a Heartbeat Ack message.

If no Heartbeat Ack message (or any other TUA message) is received from the TUA peer within 2*T(beat), the remote
TUA peer is considered unavailable. Transmission of Heartbeat messages is stopped and the signalling processSHOULD
attempt to re-establish communication if it is configured as the client for the disconnected TUA peer.

The Heartbeat message may optionally contain an opaque Heartbeat Data parameter thatMUST be echoed back un-
changed in the related Heartbeat Ack message.The sender, upon examining the contents of the returned Heartbeat Ack mes-
sage,MAY choose to consider the remote TUA peer as unavailable. Thecontents and format of the Heartbeat Data parame-
ter is implementation-dependent and only of local interest to the original sender. The contents may be used, for example, to
support a Heartbeat sequence algorithm (to detect missing Heartbeats), or a time-stamp mechanism (to evaluate delays).

Note: Heartbeat related events are not shown in Figure 4 "ASP state transition diagram".

4.4. RoutingKey Management Procedures

4.4.1. Registration

An ASPMAY dynamically register with an SGP as an ASP within an Application Server using the REG REQ message.
A Routing Key parameter in the REG REQ message specifies the parameters associated with the Routing Key.

The SGP examines the contents of the received Routing Key parameter and compares it with the currently provisioned
Routing Keys. If the received Routing Key matches an existing SGP Routing Key entry, and the ASP is not currently in-
cluded in the list of ASPs for the related Application Server, the SGPMAY authorize the ASP to be added to the AS.Or, if
the Routing Key does not currently exist and the received Routing Key data is valid and unique, an SGP supporting dynamic
configurationMAY authorize the creation of a new Routing Key and related Application Server and add the ASP to the new
AS. Ineither case, the SGP returns a Registration Response message to the ASP, containing the same Local-RK-Identifier as
provided in the initial request, and a Registration Result "Successfully Registered". Aunique Routing Context value as-
signed to the SGP Routing Key is included. Themethod of Routing Context value assignment at the SGP is implementation
dependent but must be guaranteed to be unique for each Application Server or Routing Key supported by the SGP. If the
SGP determines that the received Routing Key data is invalid, or contains invalid parameter values, the SGP returns a Regis-
tration Response message to the ASP, containing a Registration Result "Error - Invalid Routing Key", "Error - Invalid DPC",
"Error - Invalid Network Appearance" as appropriate.

If the SGP does not support the registration procedure, the SGP returns an Error message to the ASP, with an error code
of "Unsupported Message Type".

B. Bidulock Version 0.0 Page 83



Inter net Draft SS7 TCAP-User Adaptation Layer January 10, 2002

If the SGP determines that a unique Routing Key cannot be created, the SGP returns a Registration Response message
to the ASP, with a Registration Status of "Error - "Cannot Support Unique Routing." An incoming signalling message re-
ceived at an SGP should not match against more than one Routing Key.

If the SGP does not authorize the registration request, the SGP returns a REG RSP message to the ASP containing the
Registration Result "Error - Permission Denied".

If an SGP determines that a received Routing Key does not currently exist and the SGP does not support dynamic con-
figuration, the SGP returns a Registration Response message to the ASP, containing a Registration Result "Error - Routing
Ke y not Currently Provisioned".

If an SGP determines that a received Routing Key does not currently exist and the SGP supports dynamic configuration
but does not have the capacity to add new Routing Key and Application Server entries, the SGP returns a Registration Re-
sponse message to the ASP, containing a Registration Result "Error - Insufficient Resources".

If an SGP determines that one or more of the Routing Key parameters are not supported for the purpose of creating new
Routing Key entries, the SGP returns a Registration Response message to the ASP, containing a Registration Result "Error -
Unsupported RK parameter field".This resultMAY be used if, for example, the SGP does not support RK Address parame-
ter.

A Registration Response "Error - Unsupported Traffic Handling Mode" is returned if the Routing Key in the REG REQ
contains a Traffic Handling Mode that is inconsistent with the presently configured mode for the matching Application
Server.

An ASP MAY register multiple Routing Keys at once by including a number of Routing Key parameters in a single
REG REQ message.The SGPMAY respond to each registration request in a single REG RSP message, indicating the suc-
cess or failure result for each Routing Key in a separate Registration Result parameter. Alternatively the SGPMAY respond
with multiple REG RSP messages, each with one or more Registration Result parameters.The ASP uses the Local-RK-
Identifier parameter to correlate the requests with the responses.

An ASPMAY modify an existing Routing Key by including a Routing Context parameter in the REG REQ.If the SGP
determines that the Routing Context applies to an existing Routing Key, the SGMAY adjust the existing Routing Key to
match the new information provided in the Routing Key parameter. A Registration Response "Routing Context Registration
Refused" is returned if the SGP does not accept the modification of the Routing Key.

Upon successful registration of an ASP in an AS, the SGP can now send related SS7 Signalling Network Management
messaging, if this did not previously start upon the ASP transition to state ASP-INACTIVE

4.4.2. Deregistration

An ASP MAY dynamically deregister with an SGP as an ASP within an Application Server using the DEREG REQ
message. ARouting Context parameter in the DEREG REQ message specifies which Routing Keys to deregister. An ASP
SHOULD move to the ASP-INACTIVE state for an Application Server before attempting to deregister the Routing Key
(i.e., deregister after receiving an ASP Inactive Ack). Also,an ASPSHOULD deregister from all Application Servers that it
is a member before attempting to move to the ASP-Down state.

The SGP examines the contents of the received Routing Context parameter and validates that the ASP is currently regis-
tered in the Application Server(s) related to the included Routing Context(s). If validated, the ASP is deregistered as an ASP
in the related Application Server.

The deregistration procedure does not necessarily imply the deletion of Routing Key and Application Server configura-
tion data at the SGP. Other ASPs may continue to be associated with the Application Server, in which case the Routing Key
dataMUST NOT be deleted.If a Deregistration results in no more ASPs in an Application Server, an SGPMAY delete the
Routing Key data.

The SGP acknowledges the deregistration request by returning a DEREG RSP message to the requesting ASP. The re-
sult of the deregistration is found in the Deregistration Result parameter, indicating success or failure with cause.
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An ASP MAY deregister multiple Routing Contexts at once by including a number of Routing Contexts in a single
DEREG REQ message.The SGPMAY respond to each deregistration request in a single DEREG RSP message, indicating
the success or failure result for each Routing Context in a separate Deregistration Result parameter.

4.4.3. IPSPConsiderations (REG/DEREG)

The Registration and Deregistration procedures work in the IPSP cases in the same way as in AS-SG cases.An IPSP
may register an RK in the remote IPSP. An IPSP is responsible for deregistering the RKs that it has registered.

4.5. Procedures to Support Point Code and Subsystem State

4.5.1. Atan SGP

On receiving an N-STATE, N-PCSTATE, N-COORD indication primitive from the nodal inter-working function at an
SGP, the SGP TUA layer will send a corresponding SS7 Signalling Network Management (SSNM) DUNA, DAVA , DUPU,
DRST or SCON message (see Section 3) to the TUA peers at concerned ASPs.The TUA layer must fill in various fields of
the SSNM messages consistently with the information received in the primitives.

SSNM messagesSHOULD NOT be sent on stream "0" andMAY use ordered delivery.

4.5.2. Atan ASP

4.5.2.1. SingleSG Configurations

At an ASP, upon receiving an SS7 Signalling Network Management (SSNM) message from the remote TUA Peer, the
TUA layer invokes the appropriate primitive indications to the resident TC-Users.Local management is informed.

Whenever a local event has caused the unavailability or congestion status of SS7 destinations, user parts or subsystems,
the TUA layer at the ASPSHOULD pass up appropriate indications in the primitives to the TUA User, as though equivalent
SSNM messages were received. For example, the loss of an SCTP association to an SGP may cause the unavailability of a
set of SS7 destinations, user parts or subsystems.N-PCSTATE indication primitives to the TUA User are appropriate.

4.5.2.2. MultipleSG Configurations

At an ASP, upon receiving a SS7 Signalling Network Management (SSNM) message from the remote TUA Peer, the
TUA layer updates the status of the affected route(s) via the originating SG and determines, whether or not the overall avail-
ability or congestion status of the effected destination(s) or subsystem(s) has changed.If so, the TUA layer invokes the ap-
propriate primitive indications to the resident TC-Users [10].Local management is informed.

4.5.3. ASPAuditing

An ASP may optionally initiate an audit procedure to inquire of an SG the availability and, if the national congestion
method with multiple congestion levels and message priorities is used, congestion status of an SS7 destination or set of des-
tinations. Inaddition, the ASP may inquire of an SG the availability and congestion status of a subsystem.A Destination
Audit (DAUD) message is sent from the ASP to the SGP requesting the current availability and congestion status of one or
more SS7 destinations or subsystems.

The DAUD messageMAY be sent with unordered delivery. The ASPMAY send the DAUD in the following cases:

- Periodic: A Timer originally set upon reception of a DUNA, SCON or DRST message has expired without a subse-
quent DAVA , DUNA, SCON or DRST message updating the availability and congestion status of the af-
fected destinations or subsystems.The Timer is reset upon issuing a DAUD. In this case the DAUD is sent
to the SGP that originally sent the SSNM message [11].

- Isolation: TheASP is newly ASP-ACTIVE or has been isolated from an SG for an extended period.The ASPMAY
request the availability and congestion status of one or more SS7 destinations or subsystems to which it ex-
pects to communicate.
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The SGPMUST either respond to a DAUD messages with SSNM messages indicating the availability and congestion
status of the destination or subsystem, orMUST respond with an ERR ("Destination Status Unknown") or ERR ("Subsys-
tem Status Unknown") message for each destination or subsystem requested in the DAUD message.

The status of each SS7 destination or subsystem requested is indicated in a DUNA message (if unavailable), a DAVA
message (if available), or a DRST (if restricted and the SGP supports this feature).If the SS7 destination or subsystem is
available and congested, the SGP responds with an SCON message in addition to the DAVA message. Ifthe SS7 destination
is restricted and congested, the SGP responds with an SCON message in addition to the DRST. If the SGP cannot return in-
formation on the availability or congestion status of the SS7 destination or subsystem, the SGP responds with an ERR ("Des-
tination Status Unknown") or ERR ("Subsystem Status Unknown") with a list of all the destinations and subsystems for
which the SGP cannot provide information.

In some cases, the SGPMAY chose not to respond to a DAUD message or a component of a DAUD message on the ba-
sis of policy [12].

Any DUNA or DAVA message in response to a DAUD messageMAY contain a list of Affected Point Codes.

4.5.4. TCAP− TUA Interworking at the SG

On the SG, the TCAP routing or interworking function determines that the message must be sent to an AS via the TUA
stack, based on information in the incoming message.The TUA outgoing mapping function identifies the appropriate Appli-
cation Server (AS) and selects an active ASP from the list of ASPs servicing this AS.The appropriate ASP can be deter-
mined based on the routing information in the incoming message, local load sharing information, etc.The appropriate TUA
message is then constructed and sent to the appropriate endpoint, via the correct SCTP association and stream.

4.5.4.1. Primitives received from the local TC-User

These support the TUA transport of TC-User boundary primitives. Thesame services as supported by TCAP are to be
provided by TUA. The TC-users at the SG should be able to use the same primitive interface to TCAP/TUA without any
changes. TheTCAP-TUA interworking function takes care of selecting the appropriate stack.

The TUA needs to setup and maintain the appropriate SCTP association to the selected endpoint.TUA also manages
the usage of SCTP streams.The address information passed by the TUA-user at an ASP must contain: .np a valid SS7 ad-
dress to reach a destination in the SS7 network via the appropriate SCTP association to a SG .np a valid IP address or host
name to reach another ASP in the IP network via the appropriate SCTP association.

4.5.4.2. Segmentingand Reassembly of Components

When it is expected that TCAP signalling messages will not fit into the maximum PDU size of the underlying transport
(e.g, SCCP, MTP), then segmentation and reassemblySHOULD be performed by the TC-User. In the event that the SG re-
ceives a TQRY, TCNV and TRSP message with included or associated components that exceed the maximum PDU size of
the underling transport, the SGP will respond with a TNOT message with "Segmentation Not Supported" or "Segmentation
Failed" or "Destination cannot perform reassembly" indicated in theReport Causewithin the TNOT message considering lo-
cal SG SCCP procedures [13].

5. Examplesof TUA Procedures

5.1. Establishmentof Association and Traffic between SGPs and ASPs

5.1.1.1. SingleASP in an Application Server ( "1+0" sparing)

This scenario shows the example TUA message flows for the establishment of traffic between an SG and an ASP, where
only one ASP is configured within an AS (no backup).It is assumed that the SCTP association is already set-up.
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SG ASP
| |
|<-------------ASP Up------------|
|-----------ASP-Up Ack---------->|
| |
|<------- ASP Active-------------|
|-----ASP Active Ack------------>|
| |

5.1.1.2. Two ASPs in Application Server ( "1+1" sparing)

This scenario shows the example TUA message flows for the establishment of traffic between an SG and two ASPs in
the same Application Server, where ASP1 is configured to be "active" and ASP2 a "standby" in the event of communication
failure or the withdrawal f rom service of ASP1.ASP2 may act as a hot, warm, or cold standby depending on the extent to
which ASP1 and ASP2 share call or transaction state or can communicate call state under failure or withdrawal events. The
example message flow is the same whether the ASP-Active messages are Override or Load-share mode although typically
this example would use an Override mode.

SG ASP1 ASP2
| |  |
|<--------ASP Up----------| |
|-------ASP-Up Ack------->| |
| |  |
|<-----------------------------ASP Up----------------|
|-----------------------------ASP-Up Ack------------>|
| |  |
| |  |
|<-------ASP Active-------| |
|------ASP-Active Ack---->| |
| |  |

5.1.1.3. Two ASPs in an Application Server ( "1+1" sparing, load-sharing case)

This scenario shows the example TUA message flows for the establishment of traffic between an SG and two ASPs in
the same Application Server, where the two ASPs are brought to "active" and load-share the traffic load. In this case, one
ASP is sufficient to handle the total traffic load.

SG ASP1 ASP2
| |  |
|<---------ASP Up---------| |
|--------ASP-Up Ack------>| |
| |  |
|<------------------------------ASP Up---------------|
|-----------------------------ASP Up Ack------------>|
| |  |
| |  |
|<--ASP Active -----------| |
|-----ASP-Active Ack----->| |
| |  |
|<----------------------------ASP Active ------------|
|-------------------------------ASP-Active Ack------>|
| |  |

5.1.1.4. Three ASPs in an Application Server ( "n+k" sparing, load-sharing case)

This scenario shows the example TUA message flows for the establishment of traffic between an SG and three ASPs in
the same Application Server, where two of the ASPs are brought to "active" and share the load.In this case, a minimum of
two ASPs are required to handle the total traffic load (2+1 sparing).
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SG ASP1 ASP2 ASP3
| | | |
|<------ASP Up-------| | |
|-----ASP-Up Ack---->| | |
| | | |
|<--------------------------ASP Up-------| |
|-------------------------ASP-Up Ack---->| |
| | | |
|<---------------------------------------------ASP Up--------|
|---------------------------------------------ASP-Up Ack---->|
| | | |
| | | |
|<--ASP Act ---------| | |
|----ASP-Act Ack---->| | |
| | | |
|<--------------------ASP Act ----------| |
|-----------------------ASP-Act Ack----->| |
| | | |

5.1.2. ASPTr affic Fail-over Examples

5.1.2.1. (1+1Sparing, withdrawal of ASP, Back-up Override)

ASP1 withdraws from service:
SG ASP1 ASP2
| |  |
|<-----ASP Inactive-------| |
|----ASP Inactive Ack---->| |
|-----------------------NTFY(ASP-Inact.)(Optional)-->|
| |  |
|<------------------------------ ASP Active----------|
|------------------------------ASP-Active Ack------->|
| |

Note: If the SG detects loss of the TUA peer (TUA heartbeat loss or detection of SCTP failure), the initial SG-ASP1 ASP
Inactive message exchange would not occur.

5.1.2.2. (1+1Sparing, Back-up Override)

ASP2 wishes to override ASP1 and take over the traffic:
SG ASP1 ASP2
| |  |
|<------------------------------ ASP Active----------|
|-------------------------------ASP-Active Ack------>|
|----NTFY(Alt ASP-Act)--->|
| |  |

5.1.2.3. (n+kSparing, Load-sharing case, withdrawal of ASP)

ASP1 withdraws from service:
SG ASP1 ASP2 ASP3
| | | |
|<----ASP Inact.-----| | |
|---ASP-Inact Ack--->| | |
| | | |
|---------------------------------NTFY(Ins. ASPs)(Optional)->|
| | | |
|<-----------------------------------------ASP Act ----------|
|-------------------------------------------ASP Act (Ack)--->|
| | | |

The Notify message to ASP3 is optional, as well as the ASP-Active from ASP3. The optional Notify can only occur if
the SG maintains knowledge of the minimum ASP resources required - for example if the SG knows that "n+k" = "2+1" for
a load-share AS and "n" currently equals "1".
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Note: If the SG detects loss of the ASP1 TUA peer (TUA heartbeat loss or detection of SCTP failure), the first SG-ASP1
ASP Inactive message exchange would not occur.

5.1.3. TCAP/TC-UserService Translation Examples

When the TUA layer on the ASP has a DH message to send to the SG, it will do the following:

(1) Determinethe correct SGP

(2) Findthe SCTP association to the chosen SGP

(3) Determinethe correct stream in the SCTP association based on the DID

(4) Build the DH message, fill TUA Message Header, fill Common Header

(5) Sendthe DH message to the remote TUA peer in the SG, over the SCTP association

When the TUA layer on the SG has a DH message to send to the ASP, it will do the following:

(1) Determinethe AS

(2) Determinethe Active ASP (SCTP association) within the AS

(3) Determinethe correct stream in the SCTP association based on the DID

(4) Build the DH message, fill in TUA Message Header, fill in Common Header

(5) Sendthe DH message to the remote TUA peer in the ASP, over the SCTP association

An example of the message flows for establishing a dialogue service is shown below. An active association between
ASP and SG is established (Section 5.1) prior to the following message flows.

SG ASP

<----------- Invoke Request
<----------- Query(Begin) Request

Conversation(Continue)
Indication ---------->

Result Indication ---------->

<----------- Invoke Request
<----------- Conversation(Continue) Request

.

.

.
End(response)Indication ----------->

Result Indication ----------->

An example of the message flows for a failed attempt to establish a dialogue on the signalling channel is shown below.
In this case, the gateway has a problem with its physical connection , so it cannot establish a dialogue on the signalling chan-
nel.

SG ASP

<----------- Invoke Request
<----------- Query(Begin) Request

Abort Indication ---------->
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5.2. IP-IP Ar chitecture

The sequences below outline logical steps for a variety of scenarios within an IP-IP architecture.Please note that these
scenarios cover a Primary/Backup configuration.Where there is a load-sharing configuration then the AS can declare avail-
ability when 1 ASP issues ASPAC but can only declare unavailability when all ASPs have issued ASPIA.

5.2.1. Establishmentof TUA connectivity

The following shows an example establishment of TUA connectivity. In this example, each IP SP consists of a Manage-
ment Instance (MI) and two ASPs. TheManagement Instance handles the address mapping mechanisms and monitors the
states of the remote peer. For simplicity, the Management Instances and ASPs are considered as a separate entity. This is
not a requirement, as they can be collocated with an ASP.

The following must be established before TUA traffic can flow. A connection-less flow is shown for simplicity.

Each node is configured (via MIB, for example) with the connections that need to be setup
IP SEP A IP SEP B
ASP-a1 ASP-a2 MI a MI b  ASP-b2 ASP-b1
(Primary) (Backup) (Backup) (Primary)

Establish SCTP Connectivity

|-- Est. SCTP Ass.--|

|------ Establish SCTP Association -------|
|------------- Establish SCTP Association -------------|
|------------------ Establish SCTP Association ------------------|

|--- Establish SCTP Assoc. ----|
|------- Establish SCTP Association --------|
|------------ Establish SCTP Association -------------|

|-- Establish SCTP Association -|
|------- Establish SCTP Association ------|

Establish TUA Connectivity

+---------------ASP Up------------------->
<---------------ASP Up Ack---------------+

+------------ASP Up----------->
<------------ASP Up Ack-------+

<--------------ASP Up-------------+
+--------------ASP Up Ack--------->

<----------------ASP Up---------------------+
+----------------ASP Up Ack----------------->

+---------------ASP Act------------------>
<---------------ASP Act Ack--------------+

<----------------ASP Act--------------------+
+----------------ASP Act Ack---------------->

Traffic can now flow directly between ASPs.

+-------------------------------TCAP_User Message------------------>

5.2.2. Fail-over scenarios

The following sequences address fail-over of ASP
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5.2.2.1. SuccessfulASP Fail-over scenario

The following is an example of a successful fail-over scenario, where there is a fail-over from ASP-a1 to ASP-a2, i.e,
Primary to Backup.Since data transfer passes directly between peer ASPs, ASP-b1 is notified of the fail-over of ASP-a1
and must buffer outgoing data messages until ASP-a2 becomes available.

IP SEP A IP SEP B
ASP-a1 ASP-a2 MI a MI b  ASP-b2 ASP-b1
(Primary) (Backup) (Backup) (Primary)
+--------------ASP Inact----------------->
<--------------ASP Inact Ack-------------+

<----NTFY (ASP-a1 Inactive)---+

+----------ASP Act------------>
<----------ASP Act Ack--------+

5.2.2.2. UnsuccessfulASP Fail-over scenario

The sequence is the same as 5.2.2.1 except that, since the backup fails to come in then, the Notify messages declaring
the availability of the backup are not sent.

6. Security

6.1. Introduction

TUA is designed to carry signalling messages for telephone services.As such, TUA inv olves the security needs of sev-
eral parties: the end users of the services; the network providers and the applications involved. Additionalsecurity require-
ments may come from local regulation. Whilehaving some overlapping security needs, any security solution should fulfill
all of the different parties’ needs.

6.2. Threats

There is no quick fix, one-size-fits-all solution for security. As a transport protocol, TUA has the following security ob-
jectives:

• Availability of reliable and timely user data transport.
• Integrity of user data transport.
• Confidentiality of user data.

TUA runs on top of SCTP. SCTP provides certain transport related security features, such as:

• Blind Denial of Service Attacks
• Flooding
• Masquerade
• Improper Monopolization of Services

When TUA is running in professionally managed corporate or service provider network, it is reasonable to expect that
this network include an appropriate security policy framework. The"Site Security Handbook" [2196] should be consulted
for guidance.

When the network in which TUA runs in involves more than one party, it may not be reasonable to expect that all parties
have implemented security in a sufficient manner. End-to-end security should be the goal; therefore, it is recommended that
IPSEC be used to ensure confidentiality of user payload.Consult [2409] for more information on configuring IPSEC ser-
vices.

6.3. Protecting Confidentiality

Particularly for mobile users, the requirement for confidentiality may include the masking of IP addresses and ports.In
this case application level encryption is not sufficient; IPSEC ESP should be used instead.Regardless of which level per-
forms the encryption, the IPSEC ISAKMP service should be used for key management.
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7. IANA Considerations

7.1. SCTPPayload Protocol ID

IANA has assigned a TUA value for the Payload Protocol Identifier in the SCTP DAT A chunk. Thefollowing SCTP
Payload Protocol Identifier is registered:

TUA "4"

The SCTP Payload Protocol Identifier value "4"SHOULD be included in each SCTP DAT A chunk, to indicate that the
SCTP is carrying the TUA protocol. Thevalue "0" (unspecified) is also allowed but any other valuesMUST NOT be used.
This Payload Protocol Identifier is not directly used by SCTP but MAY be used by certain network entities to identify the
type of information being carried in a DAT A chunk.

The User Adaptation peerMAY use the Payload Protocol Identifier, as a way of determining additional information
about the data being presented to it by SCTP. A request will be made to IANA to assign CTP Payload Protocol IDs.

7.2. Port Number

IANA has registered SCTP Port Number 14001 for TUA. It is recommended that SGPs use this SCTP port number for
listening for new connections. SGPsMAY also use statically configured SCTP port numbers instead.

7.3. Protocol Extensions

This protocol may also be extended through IANA in three ways:

• Through definition of additional message classes.
• Through definition of additional message types.
• Through definition of additional message parameters.

The definition and use of new message classes, types and parameters is an integral part of SIGTRAN adaptation layers.
Thus, these extensions are assigned by IANA through an IETF Consensus action as defined inRFC 2434.

The proposed extensionMUST in no way adversely affect the general working of the protocol.

A new registry will be created by IANA to allow

7.3.1. IETFDefined Message Classes

The documentation for a new message classMUST include the following information:

(1) A long and short name for the message class;

(2) A detailed description of the purpose of the message class.

7.3.2. IETFDefined Message Types

Documentation of the message typeMUST contain the following information:

(1) A long and short name for the new message type;

(2) A detailed description of the structure of the message.

(3) A detailed definition and description of intended use of each field within the message.

(4) A detailed procedural description of the use of the new message type within the operation of the protocol.
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(5) A detailed description of error conditions when receiving this message type.

When an implementation receives a message type which it does not support, itMUST respond with an Error (ERR)
message, with an Error Code = Unsupported Message Type.

7.3.3. IETF-definedTLV Parameter Extension

Documentation of the message parameterMUST contain the following information:

(1) Nameof the parameter type.

(2) Detaileddescription of the structure of the parameter field.This structureMUST conform to the general type-
length-value format described earlier in the document.

(3) Detaileddefinition of each component of the parameter value.

(4) Detaileddescription of the intended use of this parameter type, and an indication of whether and under what circum-
stances multiple instances of this parameter type may be found within the same message type.
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End Notes

[1] IMPLEMENT ATION NOTE:− Only one SCTP port may be defined for each endpoint, but each SCTP endpoint
may have multiple IP addressesRFC 2960.

[2] IMPLEMENT ATION NOTE:− Where more than one route (or SG) is possible for routing to the SS7 network,
the ASP could, for example, maintain a dynamic table of available SG routes for the SS7 destinations and subsys-
tems, taking into account the destination and subsystem availability and congestion status received from the SG(s),
the availability status of individual SGs and configuration changes or fail-over mechanisms.

[3] IMPLEMENT ATION NOTE:− When the TC-User selects sequenced delivery using the "Sequence Control"
fields in the Quality of Service parameter, the DH messageSHOULD be sent on an SCTP stream using ordered de-
livery. When the TC-User does not select sequenced delivery and does not utilize the optional component handling
interface (i.e. the DH message has components included), the DH messageMAY be sent on an SCTP stream using
unordered delivery.

[4] IMPLEMENT ATION NOTE:− The use of TLV in principle allows the parameters to be placed in a random order
in the message.However, some guidelines should be considered for easy processing in the following order:

(1) parametersneeded to correctly process other message parameters, preferably should precede these parame-
ters (such as Routing Context), mandatory parameters preferably should precede any optional parameters,

(2) thedata parameter will normally be the final one in the message.

[5] IMPLEMENT ATION NOTE:− An Application Server Process may be configured to process traffic for more than
one logical Application Server. From the perspective of an ASP, a Routing Context defines a range of signalling
traffic that the ASP is currently configured to receive from the SG.

Additionally, the Routing Context parameter identifies the SS7 network context for the message, for the purposes of
logically separating the signalling traffic between the SGP and the Application Server Process over a common
SCTP Association, when needed.An example is where an SGP is logically partitioned to appear as an element in
several different national SS7 networks. It implicitly defines the SS7 Point Code format used, the SS7 Network In-
dicator value and TCAP protocol type/variant/version used within a separate SS7 network. It also defines the net-
work context for the PC and SSN values. Wherean SGP operates in the context of a single SS7 network, or indi-
vidual SCTP associations are dedicated to each SS7 network context, this functionality is not needed.

[6] IMPLEMENT ATION NOTE:− Correlation Id parameter can be used for features like Synchronization of ASPs
and SGPs in a Broadcast Mode AS or SG; avoid message duplication and mis-sequencing in case of fail-over of as-
sociation from one ASP or SGP to another ASP or SGP, etc.

[7] IMPLEMENT ATION NOTE:− The value in the Importance field in the Quality of Service parameterMAY be
ignored or modified by a Signalling Gateway if the value contained is not consistent with SCCP flow control policy
at the SG.

[8] IMPLEMENT ATION NOTE:− The value in the Message Priority field in the Quality of Service parameterMAY
be ignored or modified by a Signalling Gateway if the value contained is not consistent with MTP congestion policy
at the SG.

IMPLEMENT ATION NOTE:− The Signalling Gateway MAY, at its option, segment theParameters field into
multiple parameters set to be send in multiple Invoke (Last/Not Last) or Return Result (Last/Not Last) components
in separate TCAP packages to meet the maximum PDU requirements imposed by the underlying SCCP transport.
Otherwise, if the Signalling Gateway finds that the resulting component is too large to fit into an SCCP UNITDAT A
messageQ.713, the SGMAY, at its option, return a TNOT message indicating to the TC-User that the component
was too large.
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[10] IMPLEMENT ATION NOTE:− To accomplish the handling of SSNM messages from multiple SGs in a multiple
SG configuration, the TUA layer at an ASP maintains the status of routes via each SG.

[11] IMPLEMENT ATION NOTE:− In the case of a Periodic audit, the auditing procedure might not be invoked for
the case of a received SCON message containing a congestion level value of "no congestion" or undefined" (i.e.,
congestion Level = "0"). This is because the value indicates either congestion abatement or that the ITU MTP3 in-
ternational congestion method is being used.In the international congestion method, the MTP3 layer at the SGP
does not maintain the congestion status of any destinations and therefore the SGP cannot provide any congestion in-
formation in response to the DAUD. For the same reason, in the second of the cases above a DAUD message can-
not reveal any congested destination(s).

[12] IMPLEMENT ATION NOTE:− For example, an SGP may chose to not respond to a request for the destination or
subsystem status of a specific point code in the DAUD message because the ASP that issued the DAUD message is
not authorized to obtain information concerning the status of the destination as requested.

[13] IMPLEMENT ATION NOTE:− Typically a TC-User is responsible for performing the segmentation and reassem-
bly of components.
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Appendices

A. Operational Considerations

A.1. SignallingNetwork Ar chitecture

A Signalling Gateway is used to support the transport of TC-User signalling traffic received from the SS7 network to
multiple distributed ASPs (e.g., MGCs and IP Databases).Clearly, the TUA protocol is not designed to meet the perfor-
mance and reliability requirements for such transport by itself.However, the conjunction of distributed architecture and re-
dundant networks provides support for reliable transport of signalling traffic over IP. The TUA protocol is flexible enough to
allow its operation and management in a variety of physical configurations, enabling Network Operators to meet their perfor-
mance and reliability requirements.

To meet the stringent SS7 signalling reliability and performance requirements for carrier grade networks, Network Op-
erators might require that no single point of failure is present in the end-to-end network architecture between an SS7 node
and an IP-based application.This can typically be achieved through the use of redundant SGPs or SGs, redundant hosts, and
the provision of redundant QOS-bounded IP network paths for SCTP Associations between SCTP End Points. Obviously,
the reliability of the SG, the MGC and other IP-based functional elements also needs to be taken into account.The distribu-
tion of ASPs and SGPs within the available Hosts MAY also be considered.As an example, for a particular Application
Server, the related ASPs could be distributed over at least two Hosts.

One example of a physical network architecture relevant to SS7 carrier-grade operation in the IP network domain is
shown in Figure 7.

In this model, each host MAY hav emany application processes.In the case of the MGC, an ASP may provide service
to one or more Application Servers, and is identified as an SCTP end point. One or more Signalling Gateway Processes
make up a single Signalling Gateway.

This example model can also be applied to IPSP-IPSP signalling.In this case, each IPSP MAY hav eits services dis-
tributed across 2 hosts or more, and may have multiple server processes on each host.

ASP1

ASP2

ASPn

ASP1
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ASPn

SGP1.2
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SGPn.2

SGP1.1
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Figure 7. Physical Model
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In the example above, each signalling process (SGP, ASP or IPSP) is the end point to more than one SCTP association,
leading to more than one other signalling processes.To support this, a signalling process must be able to support distribu-
tion of TUA messages to many simultaneous active associations. Thismessage distribution function is based on the status of
provisioned Routing Keys, the status of the signalling routes to signalling points in the SS7 network , and the redundancy
model (override, loadsharing, broadcast) of the remote signalling processes.

For carrier grade networks, the failure or isolation of a particular signalling process should not cause transactions to be
lost. Thisimplies that signalling processes need, in some cases, to share the transaction state or be able to pass the transac-
tion state information between each other. Howev er, this sharing or communication of transaction state information is out-
side the scope of this document.

This model serves as an example. TUA imposes no restrictions as to the exact layout of the network elements, the mes-
sage distribution algorithms and the distribution of the signalling processes.Instead, it provides a framework and a set of
messages that allow for a flexible and scalable signalling network architecture, aiming to provide reliability and perfor-
mance.

A.2. RedundancyModels

A.2.1. Application Server Redundancy

At the SGP, an Application Server list contains active and inactive ASPs to support ASP broadcast, loadsharing and
override procedures.The list of ASPs within a logical Application Server is kept updated in the SGP to reflect the active
Application Server Processes.

For example, in the network shown in Figure 7, all messages to SSN x could be sent to ASP1 in Host3 or ASP1 in
Host4. TheAS list at SGP1 in Host 1 might look like the following:

Routing Key {SSN=x) - "Application Server #1"
ASP1/Host3 - State = Active
ASP1/Host4 - State = Inactive

In this "1+1" redundancy case, ASP1 in Host3 would be sent any incoming message with SSN=x.ASP1 in Host4
would normally be brought to the "active" state upon failure of, or loss of connectivity to, ASP1/Host1.

The AS List at SGP1 in Host1 might also be set up in loadshare mode:

Routing Key {SSN=x) - "Application Server #1"
ASP1/Host3 - State = Active
ASP1/Host4 - State = Active

In this case, both the ASPs would be sent a portion of the traffic. For example the two ASPs could together form a
database, where incoming queries may be sent to any active ASP.

Care might need to be exercised by a Network Operator in the selection of the routing information to be used as the
Routing Key for a particular AS.

For example, where Application Servers are defined using ranges of GT Address values, the Operator is implicitly split-
ting up control of the related address groups.Some GT address value range assignments may interfere with TCAP subsys-
tem management procedures.

In the process of failover, it is recommended that in the case of ASPs that transactions do not fail. For example, the two
ASPs may share transaction state via shared memory, or may use an ASP to ASP protocol to pass transaction state informa-
tion. Any ASP-to-ASP protocol to support this function is outside the scope of this document.

A.2.2. SignallingGateway Redundancy

Signalling Gateways may also be distributed over multiple hosts.Much like the AS model, SGs may comprise one or
more SG Processes (SGPs), distributed over one or more hosts, using an override, loadshare or broadcast model.Should an
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SGP lose all or partial SS7 connectivity and other SGPs exist, the SGP may terminate the SCTP associations to the con-
cerned ASPs or send an unsolicited ASPIA ACK for the concerned Application Servers.

It is possible for an ASP to route signalling messages destined to the SS7 network using more than one SGP. In this
model, a Signalling Gateway is deployed as a cluster of hosts acting as a single SG.An override redundancy model is possi-
ble, where the unavailability of the SCTP association to a primary SGP could be used to reroute affected traffic to an alter-
nate SGP. A loadsharing model is possible, where the signalling messages are loadshared between multiple SGPs.A broad-
cast model is also possible, where signalling messages are sent to each active SGP in the SG. The distribution of the TC-user
messages over the SGPs should be done in such a way to minimize message missequencing, as required by the SS7 User
Parts.

It may also be possible for an ASP to use more than one SG to access a specific SS7 end point, in a model that resem-
bles an SS7 STP mated pair. Typically, SS7 STPs are deployed in mated pairs, with traffic loadshared between them.Other
models are also possible, subject to the limitations of the local SS7 network provisioning guidelines.

From the perspective of the TUA layer at an ASP, a particular SG is capable of transferring traffic to a provisioned SS7
destination, subsystem or application X if an SCTP association with at least one SGP of the SG is established, the SGP has
returned an acknowledgement to the ASP to indicate that the ASP is actively handling traffic for that destination, subsysstem
or application X, and the SGP has not indicated that the destination, subsystem or application X is inaccessible.When an
ASP is configured to use multiple SGPs for transferring traffic to the SS7 network, the ASP must maintain knowledge of the
current capability of the SGPs to handle traffic to destinations, subsystems and applications of interest.This information is
crucial to the overall reliability of the service, for override, loadsharing and broadcast models, in the event of failures, recov-
ery and maintenance activities. TheASP TUA may also use this information for congestion avoidance purposes.The distri-
bution of the TC-user messages over the SGPs should be done in such a way to minimize message missequencing, as re-
quired by the some TCAP applications.
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